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ABSTRACT

Virtual rape is not a new phenomenon in virtual communities, as Julian Dibbell’s
1993 article pointed out, but it is beginning to gain attention in some scholarlyg cifefe¢he
articles specifically covering virtual rape, most focus on whether or notIvigp& is “real”
while some attempt to isolate its social construction. Only one scholar to dategbad the
legality of the offense, but limited the discussion only to consensual virtual Vil this in
mind, this thesis is focused on defining non-consensual virtual rape, comparing and
contrasting it to other types of online deviance such as cyberstalking, sexassinhant,
cyberbullying, flaming, etc., contextualizing the distinction betweea &l virtual rape,
and applying First Amendment dialogues and arguments to determine its egedity in
the United States. Since virtual rape is considered speech or expressionsithisotieudes
that it is currently protected by the First Amendment, but that with propetdid@NA” as
evidence, victims may seek retribution in civil court against the aggressor andypossibl

against the owner of the virtual environment in which the virtual rape occurred.
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CHAPTER 1: INTRODUCTION

Today, the public has easier access than ever before to the Internet and to the
technology that can get them there. This access capability coupled with mareeativa
computer systems and extensive communication applications and accessories, enable
individuals to form virtual communities through chat rooms, chat clients, multiple protoc
chat clients, message boards, newsgroups, multi-user domains/dungeons'(kig&ive
multiplayer online games (MMOG), and more.

As in any kind of community, however, virtual ones have their share of a range of
crime and violence triggered by greed, lust, rebellion, revenge, curioségribe adventure
and power (Grabosky, 2007). One such type of cyber violence that is currently on ike rise
a controversial antisocial sexual behavior widely termeadal rape the act of sexually
assaulting another participant’s avatar in a virtual community. This amalysepts that
victims of virtual rape experience real emotional distress and harm. Fansjithiere is
nothingvirtual about virtual rape. While the tenvirtual can hold many definitions, it
should be made clear that the use of the term in this paper in conjunctioapettoes not
signify the action aalmost nearly, orin essenceCyber violences a term used to describe
“online activities which have the potential to harm other via text and other Idigita
performances™ (Williams, 2006, p. 25). Williams added that these activitiesgenm
textual, visual, and aural forms and asserted that this type of violence is/sicapi
experienced. Although cyber violence is not a threat to the physical person, motbafte

not the experience can potentially serve to alienate victims, driving them defrofittual

1 MUDs have alternately been called shared virtmaironments (SVE), collaborative virtual environtse
(CVE), and virtual worlds (VW).
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communities. Conversely, a quick glance through chat room and message boarddscussi
on the topic also reveals another line of thinking related to virtual rape—that ihisgot
more than online sexual harassment and should be treated no differently. Userskeho ma
this argument claim that because virtual rape occurs in a mediated eresitotime act is
fairly harmless and victims should be able to separate themselvedmasithe violence.
Common solutions offered by users who make this argument are to leave the virtual
environment, physically turn off the computer, or get over it.
While the controversy of virtual rape versus online sexual harassment gains stea
and international attention, a more specific discussion of its cause is alsodveialgd.
Barak (2005, p. 83) argued:
The lack of clear legal boundaries, the absence of visible authorities anckerdat
vehicles, and the absence of significant sanctions encourages people withl crimina
intention to do what they would have been restrained from doing in offline situations.
As such, the analysis presented here examines the legal implications of swthehsesual
behavior, especially due to the lack of accountability in cyberspace and to the freedoms
afforded by the First Amendment. Because virtual rape stems from a laatoahgability,
the deviant act threatens to spread and become a trend for some virtual communiftieb
the individual’s experience may be more important than the collective experience
Feeding the flame of unaccountability in cyberspace is the level of anynymi
provided by the Internet that is not possible in the real world. For example, some
characteristics like eye color, skin color, height, and weight can work to dighi®s
perpetrator’s identity. “In cyberspace, one can achieve perfect angrompérfect
pseudonymity” (Brenner, 2004). In Brenner’'s non-exhaustive description, this rmagas t

man can be a woman, a child can be an adult, and a foreigner can pass for a native (and vic
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versa). Moreover, with adequate technical expertise, the aggressor caargsilfficiently
cover his or her tracks. Turkle (1995) even suggested that anonymity and thevgaercei
fluidity of identity in online life” could be what captivate the “Net-Geniermt the children
of the baby boomers who grew up with television, video games, computers, and thet Intern
as the norm (Leung, 2004, p. 335).

One venue affected by claims of virtual rape is Second Life. The brainchild of
Linden Lab, Second Life is “a 3D virtual world where users can socialize aaié ci€ng
voice and text chat"What is Second Life2009). Registered players, called residents, can
explore a completely player-constructed universe. Residents can buy “Lintees"do&a
credit card with which to purchase land, build their own house or business, or use or purchase
endless other user-created items. In 2007, Linden Lab boasted more thaniovoSedbnd
Life residents, while the number ativeusers actually calculates out to about 230086
confirmed by Chief Technology Officer Cory Ondrejka (Terdiman, 2007). Secoad Lif
according to Linden Lab, is not meant to be a confrontational environment. Quite the
contrary, it was originally developed as a tool “for businesses, educaio¢prafits, and
entrepreneurs to develop a virtual presence” and as a place for its resicemqtiore
opportunity, entertainment, and other experiences (Linden Lab, 2009). Linden Lab also
envisioned Second Life as a place for residents to experience what thelecdmsr ideal
lifestyle; to have a “richly rewarding experience, filled withathaty, self expression and
fun” (Community Standards, 2007). As in real life, however, residents’ ideal |dsstgty

with some being much more deviant than others. In fact, varied and alternatiyéekfase

2 The number of Second Life users is thought toXaggerated for two reasons: 1)Many users redistemn
account, login only once, and never return anchZdcond Life, individuals can have up to five eliént
residents, with each avatar counting toward the fapulation (Terdiman, 2007).
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valued enough in Second Life to constitute the in-game sales of genitalid, meses an
array of sexual equipment, and even consensual virtual rape. A report on
www.informationweek.com said,

Users can buy outfits to dress their avatars provocatively, or ‘skins’ to make the

appear nude. Default avatars have no genitalia, so users need to buy thensel.ikewi

users can buy equipment, ranging from realistic-looking beds and other fitoitur

fanciful torture devices used in BDSM fantasies. (Wagner, 2007)

The same article quoted Philip Rosedale, founder and CEO of Linden Lab as Seying
presence of sex as an aspect of creative expression and playful behavior énliagtads is
healthy, because it indicates we're doing something right.” Rosedale, dBéeple's
assessment of how much sex is going on in Second Life is overblown."

Overblown or not, Second Life has aimed to proactively discourage the large
variation in deviance by creating a set of Community Standards (see Appendikd3)
Community Standards sets forth its goal to “treat each other with resplewithout
harassment, adhere to local standards as indicated by simulator rating$taandrom any
hate activity which slurs a real-world individual or real-world communitydr{@unity
Standards, 2007). The Community Standards in Second Life also defines whattiecalls
“Big Six,” which are a set of behaviors that, if violated, “result in suspension &r, wit
repeated violations, expulsion from the Second Life Community” (Community Standards
2007).

But Second Life did not stop there. In January 2007, according to Wagner (2007),
Second Life began to crack down on child pornography and alternative behaviors such as

ageplay a form of role play in which an adult-controlled avatar takes on the identity of a

child avatar while interacting with an adult avatar. Wagner (2007) stategigiyalay has
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allegedly never been permitted on Second Life but did not explain how adminisivaters
cracking down on the behavior. Emily Semaphore, manager of an ageplay club in Second
Life called Jailbait, said in an interview that about half of all ageplay is noakard

innocent and the other half is sexual (Sklar and Semaphore, 2007). Unfortunately, and even
with basic ground rules in place, violations of the community standards occur on a daily basi
in this seemingly docile and safe environment.

The makers of Second Life themselves admit to this in their newsletter.ui@e4,

2006 issue oSecond Opiniostated “assault is the number one type of abuse reported in-
world” and declared, “Assault in Second Life is the same as assault inltherieh..”

(Police Blotter, 2006). A police blotter posted on November 26, 2007 reported that 11 out of
25 recent disciplinary actions taken by the Second Life Abuse Team revolved assauld a
(Police blotter, 2007). Most of the players who committed these offenses \inerenatrned

or suspended for a day. Among the 25 most recent wrongdoings as of November 26, 2007,
two blots involved harassment—one sexual—in which both players were suspended for only
one day.

Backing up Second Life’s Community Standards is the Second Life Terms afeServi
(Terms of servigen.d.; see Appendix A) agreement which requires users to agree that they
will not use the game as a channel for criminal acts or illegal purposedysuides Linden
Lab of the responsibility to resolve complaints although it can mediate disputesesgsary.
However, who is accountable when the creating entity does not hold itself rédpdmsthe
negative aspects of its created environment?

Along with accountability, First Amendment rights must also be considered. In 1997,

the U.S. Court of Appeals affirmed a 1995 U.S. District Court decision to dismissthefca
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Jake Baker (U.S. v. Alkhabaz), a University of Michigan undergraduate student who sent a
number of ominous email messages and stories detailing the sexual victimizd¢ioralefs

to correspondent Arthur Gonda. The decision was grounded in concern for the abridgement
of First Amendment freedoms as Circuit Judge Boyce F. Martin, Jr. stateddlenails did

not constitute a true thréatThe emails surfaced after Baker surrendered his hard drive in a
University investigation into one of his fictional stories that detailed the tagere, and

murder of a female dormitory neighbor which was posted on an Internet newsgroup and (O
Neil, 2001). The fictional story was dismissed as being simply that—a stoegtawtunder

the First Amendment because there was only the use of textual description and nd intende
harm or threat. The Jake Baker case points to an important question: Is Internet
communication (aural, textual, and visual) protected under the First AmendnmemLises
emotional harm or distress to the victim? This begs the question of where tisedliaa/n
separating protected free speech from harmful speech that can be enforce fatlid,into

the latter category, how it should be classified. But a static story isicamtiy different

than a virtual environment like a chat room or a MMOG specifically duealetime
interactionbetween users. Real-time interaction is what makes virtual environments
significantly different from other mediated environments (newspaperiditolumns,

books, etc.) and allows harm from communications within those environments to be greater

3 A “threat” is a recognized category of expressidrich warrants no First Amendment protection. E.g.,
Madsen v. Women's Health Center, Inc., 512 U.S, 783-74, 114 S.Ct. 2516, 2529, 129 L.Ed.2d 5934).9
However, only communications which convey “truectits” (as opposed to, for example, inadvertent
statements, mistakes, jests, hyperbole, innocwdkisar political commentary not objectively intesttito
express a real threat) are “threats” outside thierace of the First Amendment's guarantees. Wattkited
States, 394 U.S. 705, 89 S.Ct. 1399, 22 L.Ed.2d(68@9) (per curiam). Accord, Cox, 957 F.2d at B65-
DeAndino, 958 F.2d at 148-49; Lincoln, 462 F.2d.269. (U.S. v. Alkhabaz, 1997, at 1505)
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Because there are no real legal repercussions for virtual rape, there aerakew
officially noted cases of these offenses. However, there is evidence-genszated web
logs and message boards that it is becoming more prevalent and problemagixankole,
in April 2007, Brussels police began an investigation of the alleged virtual rapesocbadS
Life user as reported by two Belgian newspapeesMorgenandHet Laatste Nieuws
(Duranske, 2007; Lynn, 2007; Weber, 2007). To protect users, Belgian law enforatad cre
police officer avatars within Second Life to patrol and investigate the fioinac

Rape, virtual or otherwise, is an offense many refuse to talk about. The topic,
according to MacKinnon (1997b), is “an historically mutable construct” (p. 9)rthaitably
“would follow humankind into the next social dimension as it has followed humanity from
the hurling of the first stone” (p. 10). Instances of virtual rape in Second Life and
LambdaMOO demonstrate that accountability of users and creators is imporatual
communities in which people now more readily and voluntarily—and sometimes
involuntarily—participate (Bugeja, 2007).

The vague set of rules set forth by Linden Lab that essentially leagaiagsi
accountability the exclusive burden of game participants gives the inhabitmis oftual
society maximum latitude to engage in behaviors that disregard the digoityeofplayers in
the Second Life sphere. Maintaining the safety of this domain will enable ptayereate a
unique space where an idealized existence can be allowed to flourish.

Because incidents of virtual rape, like those of offline rape, are often kegt seere
goal of this paper is to bring light to this emerging type of cyber violence. Uauieirsy
and acknowledging its occurrence can help users, moderators, managers, arglafreato

virtual communities be aware of this type of assault and recognize itspréael existence.
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The issue of virtual rape will require some out-of-the-box thinking but solutions to the
problem will be well worth the efforts.

Members of virtual communities should be aware and cautious of cyber violence in
order to protect the integrity of their virtual communities. Improved regulatiust be
demanded from those who monitor and participate in the game because each inhabitant’s
virtual reality extends to that of the entire community.

The analysis presented has considered accountability and anonymity istees of t
Internet and Second Life and identified general cyber violence enforcesiass.islit also
discussed virtual rape as a growing problem within virtual communities.

A first objective of this analysis is to examine closely the Second Lii@g ef
Service (TOS) agreement and Community Standards as provided by LindemdLSbcand
Life to determine the limitations of personal accountability and corpocatiatability. A
second goal of thesis is to provide a look at the protections under the First Amendment to
determine whether Internet communication that harms is protected. Suppogurgehts
can be made that events, morally acceptable or not, occurring in virtual enviroocoddts
be protected under the First Amendment. Thirdly, this study will use cage thetermine if
there are certain instances in which virtual rape can be punishable by lawast aefulated
in some way.

Subsequent chapters will cover the following: Chapter 2 discusses previarshiese
on aspects of virtuality and virtual rape; Chapter 3 describes the processeslasatktcase
law and statute used in the analysis, to conduct legal research, and to analyze document
provided to Second Life users by Linden Lab; Chapter 4 reiterates and saafivypeised

research questions, providing a detailed analyses of the Second Life TOQ§wandrds
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related to First Amendment protections of Internet speech and illegaliistuadl rape;
Chapter 5 summarizes findings, their implications and significance, presengstsuug) for

solutions, and provides direction for future research.
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CHAPTER 2: LITERATURE REVIEW

The preceding chapter established the lack of accountability in cyberapd how it
has given rise to personal assaults such as virtual rape. Because virtimbsagadoo (and
controversial) in virtual communities as rape is in reality, it is necgssaefine the terms
and explore the literature relevant to this type of cyber violence. This chalbtdetail key
terms and ideas, explain William James’ concept of multiple realitiesjeswlibe new
perspectives of virtual environments. With these foundational ideas outlined, mtireat
cyber violence will be established with specific attention to where virtpalmaay fall on
that scale.

Cyberspace and Virtual Communities

While at least two scholars believe cyberspace and virtual realisepegate entities,
several others use the two terms interchangeably, including MacKinnon (1997b), Rheingol
(1992), and Stone (1992). This paper will use the two terms interchangeably.

Although Jaron Lanier first used the tevirtual reality in 1986, William Gibson first
coined the ternacyberspacen his 1984 fictional novaNeuromancerdescribing it as "a
consensual hallucination experienced daily by billions” (p. 69). Scholarly works have
referred to cyberspace as “collections of common beliefs and pra¢ttese, 1992, p. 85)
or as “the result of the production of signs in a context which maintains the coherémee of
fictional frame” (Edelmann, 2005, p. 3).

Interestingly, the latter definitions of cyberspace indicate that & doenecessarily
have to be experienced via electronic technology. MacKinnon (1997b) said virtual
communities form through opinion/editorial pages in newspapers. This is done lnygcaeat

space—physical in this case—where interested or concerned readers carcopesiye
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and share their opinions, thoughts, and sentiments. Computers are therefore not a
precondition to the attainment of virtual reality, according to MacKinnon. This d8gbas
virtual reality and real life are both constructed and that these twbegatiay overlap in
such environments as virtual communities.

Virtual communities themselves exist neither in a physical nor in a geloigal
sense, but are socially constructed in a provided online environment by geographicall
dispersed individuals who share similar interests. That is to say, digitaseapations that
inhabit virtual communities are not usually located within the same geogeaehi real
life, but the virtual community itself resides at a specific web addressathose
geographically scattered avatars may gather.

Sohn and Leckenby (2007) defined virtual community as “a self-organizing social
collectivity created and sustained through the communication efforts of voluntary
participants who are socially and geographically dispersed” (p. 435). Wl{2000)
defined it as “the existence of thousands of electronically linked individuals” (p. 99)

While these definitions are indeed correct, a virtual community should ultiniegel
described as a perceived collectivity of socially and geographmelyered individual
voluntary participants sharing similar interests or goals and commingiegd computer-
mediated networks within the confines of a specific domain of the laypersociety As
defined by MacKinnon (1997a), “cybersociety is the emergence of community from a
complex set of social formations in a space enacted by mediating technoidbg. |
language of popular culture, it is the society within virtual reality (VRgyerspace™ (p.

206). Nunes (1997) submitted that cyberspace “creates a metaphorical worldninwehic
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conduct our lives” (p. 163). Cyberspace can essentially be thought of as a computer-huma
matrix in which multiple realities are possible.
Multiple Realities
William James (1890) wrote that there are a number of universes within and
subordinate to our whole universe. It should be noted that the term universe here is being
used to describe tleeope of any individual’'s known realityDf the many realities James
described, one was that of the physical world described as the world of seqeoTgrees,
“of physical ‘things’ as we instinctively apprehend them, with such quakiseheat, gravity,
electricity, all existing as such within or on the surface of the thingeigsd.890, p. 292).
According to Holzner (1968), this physical realm or reality also includegitakties
of color and sound. From this view it is understood that if something is not in one’s vicinity
or current pool of knowledge, then it does not exist. James (1890) explained, “Each world,
whilst it is attended to is real after its own fashion; only the reality $apgé attention” (p.
293). Rheingold (1992) later said of his first journey into virtual reality that his
“consciousness had suddenly switched locations” (p. 255) and described his experiance as
form of out-of-the-body experience” (p. 256) indicating a conscious switch fromeahty
to another. However, as the novelty of entering a virtual world erodes anddseaataily
routine and immersion into virtual environments becomes a norm, there emergesiam ill
of non-mediation. That is, immersive technology serves to split the human serbes: a
user is immersed in virtual reality, s/he loses the connection to reality andttiad naality,
for the time being, becomes the actual reality.
James (1890) described seven different kinds of realities in his book but submitted

that any number of realities can exist for any person. Based on these afseivaan be
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surmised that the physical reality in which we live does, in fact, cometoldseng similar
to what is considered a virtual reality especially when behaviors, sociahigaand
construction of reality are considered.

By Holzner’s (1968) standards of reality, virtual reality is potemtidlé exact same
thing as James’ physical reality. Space (web address) and timéigtba), referring to
where and when, are both factors in virtual reality. Symbols are anothedt siRtgasion of
both worlds; an America Online logo is as visually recognizable as a handicgppzal.s
Values are also shared; persons reading a message board posting may intigffprently.
Communication, being an inherent quality of reality, not only exists in virtuatyréalt also

helps shape it just as it does in reality. The success and survival of a socisgdisibgood

communication and individuals within societies use communication to solve problems and to

create better situations than previously existed (p. 8-9).

In a 1999 journal article, Derry described social learning to be an importaof par

knowledge construction. She argued that peer interaction (such as what happenv@ massi

multiplayer online role-playing games or MMORPGS) “is the drivingddyehind the
construction of new knowledge, as it forces students to accommodate differencsmnbetw
their beliefs and those of others” (p. 207). This supports that community rules are
established by the collective members of that society with regard to wh o tiee
community.

Powers (2003, p. 193) noted:

The combination of speech act theory and realism about intention suggests a more

inclusive realism since it grants as real such entities as performaats/éand

intentions so to act), even when they are put into effect by the mediation of computer

programs.
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This is to say that virtual reality is as real to some users as phystigl especially when
they are deeply immersed in the virtual environment and the connection toeresddikens.
In essence, Powers (2003) said that in reality, we bring situations closeatwus virtual
reality, we do the same — the intentions of others matter. Berger and Luckb®&9) also
argued that an alternative to a primary socialization exists; thesemoadary socialization,
which they describe as “the internalization of institutional-based ‘sub-wofjd< 38),
which also lines up with James’ (1890) ideas.

The treatises of the foregoing writers indicate that many paratielbe drawn
between reality and virtual reality. Due to this, inferences about virtalgtyrenvironments
and their inhabitants have been offered based on inferences of real life envircamdents
inhabitants.

Communication and Technology Theory

Since the coming of the Internet, a number of scholars have created or adapted
theories of communication, media, and technology to explain the phenomenon of thé Interne
and its apparent societal effects. One of the doctrines overarchingjdrgyned these
theories igechnological determinism

Technological determinism operates under the notion that technology drives social
change; that society and its habits are influenced and shaped by technologghiinalbgy
changes everything without changing itself. Following closely and stipgdechnological
determinism were Jacques Ellul, Neil Postman, and Marshall McLuhan.

Jacques Ellul (1987/1989) believed that the natural environment and social
environment would take a backseat to the booming technological environment that

humankind has created for itself; that those two original environments would become
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secondary to the technological environment. He said, “Nature and societyistill Bt

they are without power—they no longer decide our future” (p. 134). Ellul maintairted tha
because we have technological means of taking action against naturarslishese
disasters can be effectively avoided. Likewise, he said that in the sograhement we
continue to have politicians, police, and administrative organizations, but that “dhels®f
has to have technological gadgets to make it more efficient and active” (p. 135).

Because technology is consuming the social environment, Ellul (1987/1989) believed
that people would have to quickly adapt, accept total change, and complete an fessentia
transformation” (p. 136). He argued that this adaptation would have to be instantaneous
rather than slow and calculated. This immediate, essential adaptation poselem for the
aforementioned police, politicians, and administrative organizations of the Uratieg:St
Because of the rapid development and evolution of technology, these societabrednaae
neither the resources nor the knowledge to catch up or keep up with the technology and the
way it is being negatively utilized. Ellul (1987/1989) correctly predicted:

On the one hand, there will be a kind of aristocracy marked off by its total and

infallible adaptation to technical gadgets and the technological system, aral on t

other hand there will be a vast number of people who are outdated, who cannot use

the technology, who are powerless, who are still at the social stage but whodive i
technological environment for which they are totally unadapted (p. 138-139).

Neil Postman believed profoundly that technology consumes society and “cheates t
ways in which people perceive reality” (1992, p. 21). Postman wholeheartedly agieed w
Ellul that social institutions have little to no time to catch up and educategh@sn®n new
technologies. Postman said, “Almost daily, it seems, new technologies comesoartbe
and our social institutions don't have time to assimilate them and reorganizeltiesrtse

accommodate the demands of the technology” (Lamb & Postman, &8@2pncurred that
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new technologies help specific groups and harm others; that the “advantages and
disadvantages of new technologies are never distributed evenly among the population”
(Postman, 1998). He held that the groups helped most by technology are corporations and
large-scale institutions (i.e. military, banks, etc.) rather than the mass. pMialst

importantly, Postman observed that “Technological change is not additive;atagjieal. . .

. A new medium does not add something; it changes everything” (1998).

Marshall McLuhan coined two powerful expressions: “The medium is the message”
(1964) and the “global village” (1962). The first phrase means “we can knavatine and
characteristics of anything we conceive or create (medium) by virthe changes—often
unnoticed and non-obvious changes—that they effect (message)” (Federman, 2004). More
simply, understanding the changes technology incites produces an understartgng of t
technology itself. The idea of the “global village” refers to the fadtttteaadvent of
electronic media simultaneously shortened the distance between geogreations while
instantaneously sending the same information to all receivers at the s@ame tim

While the two phrases in their original contexts refer to the electroniamédi
McLuhan'’s time, they can be applied to Internet technology and the virtual cotrenufi
today. Unlike television in McLuhan’s time, which only communicated information from
one entity to many, the Internet carries a number of opportunities for one-wayanady
(many-way) social interaction. Barr (2000, p. 118) listed a number of means in which
interaction can occur: 1) one-to-one messaging (email), 2) one-to-nessaging (listserv,
spam), 3) distributed message databases (USENET news groups), eeal-ti

communication (IRC), 5) real-time remote computer utilization (telnet), areh@te
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information retrieval (World Wide Web, ftp). Understanding the multi-modal eatithe
Internet helps to explain the nature of the Internet itself and the idedalfad gllage.

Two additional theories that may hold some significance in understandingdeiati)s
interactions in cyberspace are social presence thandymedia richness thedryhough
neither was founded with Internet technology or cyberspace in mind.
Perspectives of Virtual Environments

Schroeder (2002) wrote that a number of methods ranging from various quantitative
experimental studies to qualitative participant observations have been usey tortatl
environments. He also noted that despite the number of studies that have taken place, “ther
are no studies that have related ‘online’ and ‘offline’ life” (p. 10) althoughliaged social
multi-user domains (MUDs) have been compared to real life. Williams (209@3cthat
most researchers base their assumptions on the separateness of real &reéhvealdvirtual
dichotomy—commenting that the connection between the two realities is ine\atadbl
those actual lives are affected by abusive cyber-actions. Barak (2005 Seaidal
harassment and offense on the Internet . . . drive away Net users as wadleasigaificant
emotional harm and actual damage to those who remain users, whether by choidetgt by
(p. 78).”

Schroeder (2002) applied a framework of frames and bandwidths to virtual
environments hypothesizing that each virtual environment or virtual realignsyseates its
own frame for encounters within itself and anticipated that if this theoryespgiithe

individual level, it would also be generalizable to a larger population.

* For more information on social presence theorg,Sleort, Williams, & Christie (1976), Biocca, Harms
Burgoon (2003), and Holmes (2005).
° For more information on media richness theory,Baf & Lengel (1986) and Dennis & Kinney (1998).
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Additionally, MacKinnon (1997b) applied social construction of reality to virtual rape
as well as attribution theory, and contended that it is rooted in the social constaiicape.
MacKinnon (1997b) determined that virtual communities and netizens (citizens of the
Internet) will eventually find a way to adapt to the phenomenon of virtual rape éébocal
reassessment and reconstruction of rape as an assurance of protectioridedimarm.
Accountability

As in the real world, virtual communities set rules—sometimes unwritten or
unspoken—for their inhabitants. These rules vary in different communities and dietate t
behavior of an individual when participating in a given community. While rules ayeceas
establish, they are nearly impossible to enforce effectively. Comnsuibased on
egalitarian or libertarian principles admonish any kind of governing systerhich one
individual may have more power, opportunity, or authority over another. Egalitarian
environments operate on the ideal that all users are created equal; thanestiyuld have
the same political, social, civil, and economic rights. In virtual communitregioning
under egalitarianism, punishment can become an issue when punishment must be distribute
for varying degrees of cyber violence. Libertarianism, on the other hand, dfatws of
notion that individuals should have as much freedom as possible with minimal intexferenc
from authorities. Many virtual communities are based on these principles#nd b
emphasize self-regulation as a solution to cyber violence. But with nomestrai
consequences, or system of accountability in place, virtual communities folldweiseg t
doctrines may face more cyber violence than communities with strict, eabbecrules in

place and systems of accountability.

www.manaraa.com



19

Accountability, the responsibility of taking ownership for one’s actions (takeotor
taken) and the ability to explain and/or justify them, in virtual communities isreapyi
cause of cyber violence and is no doubt a timely issue that needs to be addressedkiKozlovs
(2007) wrote, “In a democratic society, those invested with policing power—epithéc or
private—must be held accountable” (p. 108). Because many entities (users, laerenforc
service providers, etc.) interact dynamically with each other inrsghee, it is essential that
they work together to provide a safe and free environment.

Failure to enforce rules of accountability in virtual communities can leagbter ¢
violence, in which irresponsible and unaccountable users abuse the virtual environment via
computer-mediated networks (Thomas and Loader, 2000). Cyber violence can leave
responsible users unhappy, worried, frightened, or worse, as in cases of virtual rape.
Lineation of Online Harassment

While most cyber criminals are driven by a set of motivations, antisahahMor and
communication result in a type of cyber violence called online harassmente Onli
harassment, arguably one of the most common offenses encountered by Internedrubers, c
split into a number of escalating subcategories including flaming, griefybgrostracism,
cyberbullying, cyberstalking, and sexual harassment.

Flaming

In cyberspace, flaming describes the antagonistic and offensivadtber between
two or more Internet users and is generally associated with the “hogtitsssion of strong
emotions” (Lea, et. al., 1992, p. 89). This type of behavior can occur in a number of virtual
environments including chat rooms, message boards, news groups, email, instanhgiessag

multi-user dungeons (MUDs), and massively multiplayer online role-playneg
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(MMORPGS) and can be textual, vocal (in environments that support voice chatting), or
both. Flaming, according to Williams (2006), is one of the least serious online hamassm
offenses and can be “considered minor in terms of violence due to the fact that their
consequences never mount to anything more than a bruised ego” (p. 25). It is alsd the mos
commonly studied form of online harassment (Douglas, 2008).
Douglas (2008) observed that flaming is not always negative; that it often, in fact,
serves some positive purposes; flaming can “facilitate the maintenanceoofpésgrorms
and standards” (p. 202) because some who flame may be trying to protect othe(spers
group(s) from being hurt, or trying to uphold a community’s or group’s rules ey are
violated.
Griefing
Griefing primarily affects Internet users who play MUDs or MMORPGsscio
(2008), Senior Fellow of the Institute for Ethics and Emerging Technologi@sedefriefing
as:
Taking action intended to harm the game-play of someone else—these can include
attacking someone ostensibly on your own team, blocking passageways, intentionally
crashing your vehicle into someone else’s, leading masses of monstgasko a
unsuspecting players, using known software bugs to force another player to “crash
out” of the game, and so forth.
While a number of these actions may occur by accident, Cascio (2008) emphasized
that griefing is based on intent. However, it is important to note that this typbadibeis
not necessarily meant to be harmful. Players in World of Warcraft, a popularR¥WaO
boasting more than 11.5 million subscribers (World of Warcraft, 2008) have been known to

block community mailboxes with their avatars simply for the sake of entegatramd fun,

and not to cause harm.
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Cyberostracism

According to Williamset al (2000), research has shown that being socially ignored,
or ostracized, can have a number of harmful psychological results including ddpressd,
loneliness, anxiety, frustration, invisibility, and helplessness. Indeedosylaeism, “any
intended or perceived ostracism in communication modes other than face-to-fatam&V
et al, 2000, p. 750), can have the same effects, and possibly be even more ambiguous than
ostracism, creating more stress for a victim.

Douglas (2008) warns that while cyberostracism can be potentially damaging to a
target’s self-esteem and psychological well-being it is sometumiesentional. For
example, a missed email or one set aside for a later response “may ctiass dml may
lead the sender (rightly or wrongly) to infer that the recipient is ignoniegnt (Douglas,
2008, p. 204).

Cyberbullying

Cyberbullying often refers to the online “bullying of fellow students” (Conn, 2004)
something that goes on in most, if not all, elementary, junior, and high schools across the
country. In essence, cyberbullying is a type of cyber violence used by nariorsent,
threaten, harass, humiliate, embarrass or otherwise target by another mmgtHasi
Internet, interactive and digital technologies or mobile phon&%iat is cyberbullying?,
2005).

Cyberbullying attacks can be broken down into two types: direct attacks and
cyberbullying by proxy. Direct attacks occur when one minor sends hat&gthnea
messages directly to another student via digital technology (Direct Attacks, 2005)

Cyberbullying by proxy occurs when a cyberbully convinces another minor tchheas
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victim for him or her. In these cases, the auxiliary aggressor does not rehér he or she
is doing or even that they are being used by the cyberliiylyerbullying by Proxy2005).

Stopcyberbullying.org believes it is important to understand that this type ofitheha
doesnotinvolve adults, and that once adults become involved, it becomes cyber harassment
or cyberstalking.

Cyberstalking

Also used to simply describe online harassment (Douglas, 2008; Bocij, 2006),
cyberstalking is like its real-world counterpart, except it takes phacgberspace. Victims
who are persons “singled out as a target for subsequent harassment besanmse of
characteristic or vulnerability that they have revealed in their online disciss (Wall,
2007, p. 124) are continuously followed and harassed by their pursuers via e-mailemessag
boards, news groups, and other communities the victim is a part of. Existing orlyh&nc
1990s (Bocij, 2006, 2003), cyberstalking “describes the use of information and
communication technology in order to harass one or more victims” (p. 160).

But while the thought of cyberstalking can seem practically harmtesm) i
undoubtedly have a number of distressing affects on its victims and can prove t@ égcalat
dangerous situations (Grabosky, 2007; McFarlane and Bocij, 2003; Bocij, 2003). One case,
for example, involved a rejected suitor who assumed the identity of his victim and posted
messages on the Internet inviting interested persons to satisfy her rapsngmdpe
fantasies. Strange men appeared at the victim’s home on six occasions andigbée &
number of offensive phone calls. The woman was not physically hurt but becameacafraid t

answer the phone and leave her home (Grabosky, 2007).
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A number of websites have been devoted to cyberstalking in order to provide
information, increase awareness, and provide help and advocacy for victims. However,
Douglas (2008) observed that very little research has been done in this area of online
harassment.

Sexual Harassment

Sexual harassment is defined in real life as unwanted sexual advances, exposure
touching and is as prevalent online as it is offline (Barak, 2005), but Williams (2006) said
gender/sexual harassment is less common online compared to other types of online
harassment. Barak (2005, p. 78) described three types (gender harassment, unwaaited se
attention, and sexual coercion) of offline sexual harassment that ultimdiely tthe
offense:

Unwelcome verbal and visual comments and remarks that insult individuals because

of their gender or that use stimuli known to intended to provoke negative emotions, . .

. uninvited behaviors that explicitly communicate sexual desires or intentionsitowa

another individual, . . . putting physical pressure or psychological pressure on a

person to elicit sexual cooperation.

Sexual Assault

In real life, the US Department of Health and Human Services defines sssaalt
as “any type of sexual activity'Sexual assaulR005) that is not agreed upon by all parties

involved. These activities include:

Inappropriate touching

Vaginal, anal, or oral penetration
Sexual intercourse that you say no to
Rape

Attempted rape

Child molestation
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However, due to one specific factor, the Internet once again poses a dilemma for those
interested in defining online sexual harassment or assault; their defimtiptysphysical
touch, something impossible to achieve via the Internet. Barak (2005) said, “Although the
use of physical force is impossible online, victims might perceive threats fahysical
force realistic on the Internet as in face-to-face situations” (p. 80)idahyorce can be
conveyed in a number of ways including (but not limited to) sending frightening eandils
viruses, hacking the victim’s computer system, and flooding the victims email ifdythes
and seductions may also play a part in virtual rape (Barak, 2008).
What's, Why’s, How’s and Who's of Virtual Rape

So, what is virtual rape and why does it happen? How does it happen and who is
most likely to be victimized? What makes virtual rape so real to its victisigzhe
embodiment of the user in an avatar or the richness or vividness of the environment? Finally,
is virtual rape just a harmless type of sexual harassment, or should it be gemdoited?
In the next sections, these concepts of modality of interaction between andttisia
virtual environments will be explored.

What It Is

As mentioned previously, a given situation of this kind requires the charactefistic
physical harm or sexual penetration in order to be considered sexual assiedd, the
Internet and its virtual environments are understood to have the inability to provide afsens
touch (thus the invention of many devices meant to provide it artificially). Neless,
since 1993, a number of claims of what netizens, citizens of the Internet, argteinual

rape have been on the increase.
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Dibbell (1993) first explored this phenomenon in an article called “A Rape in
Cyberspace.” Later in a book callkty Tiny Life(1998) he documented what is considered
the most comprehensive record of the first virtual rape or cyber rape oneheef.

Virtual rape, like virtual community or cyberspace, is hard to define not betasise i
an obscure idea, but because in real life, a consistent definition of rape has bedrupgn
neither by the public nor by authorities. Kilpatrick (2000) noted that definitions antestat
of rape differ from state to state. In an article for the National Violemgeenat Women
Prevention Research Center, Kilpatrick (2000) laid out a detailed history ofchgien of
the definition of sexual assault and rape. The history showed that the legal defirgtion ha
changed significantly from the common law definition (before the 1960s) to a marediet
and inclusive definition in 1962 (as established by the US Model Penal Code) and currently,
to an even more accurate and comprehensive federal definition. The federabdefasts
rape, in essence, as non-consensual, age indiscriminate, unwanted, unwelcahtesg&ct
of anytype. None of the definitions differentiates between the sex of the agsawulte
discriminates between sexual assault achieved by threat or force diebynatans.

We may now move this social construction into cyberspace where the violent, non-
consensual sexual assault of another individual is termed virtual rape. As quoted and
referenced in MacKinnon (1997a, p. 228) and Williams (2000, p. ¥dt)al rapeis
defined:

A sexually-related act of a violent or acutely debasing or profoundly humgjiati

nature against a character who has not explicitly consented to the interactioact Any

which explicitly references the non-consensual, involuntary exposure, marmipulati

or touching of sexual organs of or by a character is considered an act of this nature.
(Nancy [#587980] 1994)

® For the full account, see Dibbell (1998).
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Two weeks later, after the above definition and reprimand were originallystedgéhe
following was posted, as referenced by MacKinnon (1997a, p. 229):
Sexual harassment (particularly involving unsolicited acts which simujage ra
against unwilling participants). Such behavior is not tolerated by the Lant®@aM
community. A single incidence of such an act may, as a consequence of due process,
result in permanent expulsion from LambdaMOOsic] [
This petition makes no requirement on mediators that they recommend expulsion in
every incident; if circumstances dictate, a lesser action may lmdesi. But if,
after due consideration, the opinion of the mediator is that the situation was extreme
enough to warrant expulsion, the effect of this petition is to confirm that the
community thinks that expulsion is within the scope of reasonable penalties far an ac
of this kind. (Linnea [#58017], 1994)
Therefore, virtual rape, in essence, is the non-consensual simulated sebatiainvof a
victim avatar, a visual or textual representation of the user, by an aggreatarvia online
interaction. The two above definitions materialized in response to an attackrarah vi
community by one of its own members.
Why It Happens
Now that virtual rape has been sufficiently defined, we can begin to understand the
basic reasons behind the antisocial act. Some feminist theory postulateslthis rape is
the product of the long-standing male need for power. Ellis (1989) said, “Feminist theor
considers rape to be the result of long and deep-rooted traditions in which males have
dominated nearly all important political and economic activities . . . and edlyeneiggmrds
rape as a male response to the social inequality between the sexes and thg témiisnc

inequality to affect the way men and women interact sexually” (p. 10). kfilaired that

the feminist rationalization of rape regards it to be the “result of a ndgeision to behave
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toward women in a possessive, dominating, and demeaning manner” (1989, p. 11) in an
effort to establish or maintain dominance or control of women.

Perhaps more to the point about why rape (and virtual rape) occurs is a thought from
Brownmiller (1975), who said, “Rape is not a crime of irrational, impulsive, uncoriti®lla
lust, but is a deliberate, hostile, violence act of degradation and possession ondha part
would-be conqueror, designed to intimidate and inspire fear” (p 391).

A number of themes emerge from the thoughts of the two feminist scholars that shed
some light on the question of why virtual rape occurs: hostility, possessiondetioni,
fear, dominance, and most of all, power. Power is the key player in the act ofrap®al
especially after cases of virtual rape are identified (see pagdBd¥e reasons for the
violent sexual act are also mirrored previously in Chapter 1, as quoted by Gré@@Ky
Lack of accountability, as mentioned before, simply provides a better envirorongimtdal
rape to occur.

How It Occurs and Who the Victims Are

There are a number of situations in which a virtual rape can occur. Three situations
are the result of the victim being curious or inexperienced, of the victim bgiegstalked
for any period of time, or of the victim being sexually harassed.

Virtual rape as a result of curiosity or inexperience seems like @staservation at
first, but curiosity is a very human trait and can get some Internet nsegsotentially
harmful or dangerous situations. On May 6, 2007, Diana Allandale revealed her experienc
of virtual rape in Second Life in response to a post on VirtualToReality.clbed cHow

exactly does ‘virtual rape’ even occur in Second Life?” (Sartre, 2007):

www.manaraa.com



28

As to the virtual ‘rape’...my first week in-world, a male avatar invited on@ beach.
Turned out to be a nude beach. I'm not a prude, and to be honest, still tend to equate
dressing (and undressing) my avatar as playing with my Barbie doll whenlittieas

So sure, | took off my clothes, we went skinny-dipping and afterward, he suggested

two poseballs. Being the newbie | was, | didn’t understand that the word “love”

hovering over the top meant “intercours&.When a cock suddenly appeared on
him and he started going at it with my avatar, | will admit, my first thoug
was...”"Hey! |didn’t consent to this!” But reason took hold, | told him | wasn’t
interested and that was the end of it. A few short minutes later, | was dreddeatia
left him on the beach, feeling ticked off that someone would take advantage of my

newbie-ness, but having learned a little about human nature. (Allendale, 2007)
From this account, it can be seen that specifically those who are unknowingly lwed (ne
users, for example) or manipulated into nonconsensual cybersex or who are naistngr tr
of the aggressor may be easier targets than others in virtual communities.

Though curiosity and inexperience no doubt result in virtual rape, the current
categorization of virtual rape by government agencies and other organizetgomsich to
do with answering the questions of how and who.

While virtual rape falls under the category of sexual harassment in thedimeat
provided above, virtual rape itself, when being classified by prevention wetrsites
referenced by government agencies, generally falls either undetégergaof cyberstalking
or sexual harassment. It is usually first classified under cybergjglidong with a number
of other psychosocial behaviors); using cyberspace to control, harass, or tertarget to
the point that he or she fears harm or death, either to self or to others close to him or her
(Schell and Martin, 2004). If virtual rape is not specifically classifiediwithe
cyberstalking category, it is mentioned as relating to cyberstatkie to its nearly
synonymous virtual interpretation to sexual harassment (Wall, 2007). Howeveryamcefe

to The National Crime Victimization Survey, a Journal Gazette artyctérben (2009)

noted, “Harassment involves similar behaviors as stalking, but victims did not regiong fe
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afraid or experiencing actions directed toward them that would cause a tdagmraon to
feel afraid.” Sexual harassment, subsequently, is the second, largerycategoaich virtual
rape seems to appear. Following are deeper, more detailed looks into cylney stradki
sexual harassment and what makes virtual rape so real to its victims.
Cyberstalking
In 1999, U.S. Vice President Al Gore recognized a growth in certain types of online
behaviors used to harass and intimidate others and called for a report fronotheAtt
General. The U.S. Department of Justice report defined “the use of the Intemaet;, @
other electronic communications devices to stalk another person” (U.S. Degtastme
Justice, 1999) as cyberstalking. Some scholars agree with this simpleratefikiowever,
Bocij (2002) describe cyberstalking in much greater detail:
A group of behaviors in which an individual, group of individuals or organization
uses information and communications technology (ICT) to harass one or more
individuals. Such behavioursi§] may include, but are not limited to, the
transmission of threats and false accusations, identity theft, data thedigel¢o data
or equipment, computer monitoring, the solicitation of minors for sexual purposes
and confrontation. Harassment is defined as a course of action that a reasonable
person, in possession of the same information, would think causes another reasonable
person to suffer emotional distress.
Cyberstalking appears to not necessarily be driven by sexual ihteBsster-neighborhood
watch program Wired Safety posits, “Cyberstalkers are often driven bygevieate, anger,
jealousy, obsession and mental illness” (Wired Safety, 2005b). Pathé and Mullen (1997)
Mustaine and Tewksbury (1999), and McGrath and Casey (2002) suggested that géatker

a feeling of power from knowing that they have caused fear in their victims.

" Five female students were terrorized through heufslof violent and threatening e-mails for moretagear
by a male honors graduate student from the Unityeo$iSan Diego. The graduate student believedvibiraen
were laughing at and mocking him. The victims hagler met the graduate student, who pled guiltyfaced
up_to in prison for his crime (Attorney General 999.
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McFarlane and Bocij (2003) typified cyberstalkers into four categories—etivnelj
composed, intimate, and collective—of which only intimate cyberstalkeses fixated on
winning or gaining their target’s attention. The efforts of the other three tfsalkers
tended to be more focused on causing their targets fear, annoyance, irritation, a
intimidation because of a perceived wrong to the cyberstalker(s) (Wifety S2005b).

Because of the tactics cyberstalkers and traditional stalkers usass tzeir targets,
stalking of any kind has undeniable psychological and physiological effectstmnsvicl he
Rape Victim Advocacy Program (RVAP, 2005) reported that because cyberstal&kmg is
extension of its real-life counterpart, it could conceivably cause a number obeahot
responses similar to traditional stalking. These responses include featy,angl@mares,
shock/disbelief, helplessness, hyper-vigildnhchanges in eating and sleeping habits,
elevated stress levels, feeling out of control, and the sense of the loss of pafetyal s
(RVAP, 2005). As quoted in an article Bopular Sciencenagazine’s website
popsci.com.au, a woman testifying in court against her now ex-husband explained how she
felt about his use of Global Positioning System (GPS) technology to stalk her:

To know somebody knows where you are every second of the day and how many

seconds you are at each stoplight and to yet not know how they were able to figure it

out—it’s a frightening feeling. You are always constantly being watcheédiader
surveillance. It gave me stomachacted,[it made me not sleep really well. It's

not a comfortable feeling. (Rosenwald, 2004)

So how does virtual rape fit into the cyberstalking category? If cyldarggas an extension
of traditional stalking, as RVAP asserts, consider the following: A Buredustice

Statistics Special Report (Bureau of Justice Statistics SpecialtR2p0@) estimated that

about 3.4 million persons age 18 or older were victims of stalking during the 12-month

8 Being extremely watchful and more careful thanaliso avoid danger.
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period leading up to the victim intervie@. 1). Of this estimate, it was determined that
about 38,590, or approximately 13.9 per cent, of stalking victims had been raped/sexual
assaulted by their attacker (p. 8). As the statistical report shows, platsackls perpetrated
by stalkers on their victims are reasonably uncommon; rape/sexual assaulaiest of
occurrences. Janet Reno warned that cyberstalking is often “a prelude to mooe se
behavior, including physical violence” (Simpson, 2000).

WiredSafety.org (2005a) postulated that there are three types of cyiegstal
situations: 1) Online cyberstalking/harassment that stays online; 2) online
stalking/harassment that moves offline or supports offline actions; and 3) ofélikieg that
moves online. While traditional stalking can culminate with sexual assaultah a re
environment, a few cases have been investigated in which cyberstalking can move offline
Gary Dellapenta was arrested by a mix of FBI agents and Los Angeled Siffecds for
attempting to use the Internet to solicit the rape of a female acquaig&mgeson, 2000).
Dellapenta posed as his target, leaving messages and personal ads incim¢moems that
included her name, address, description, and how to bypass her home security system.
Additionally, the messages claimed that she had fantasies of being raped. A aLméer
showed up to her door to make all her fantasies come true. Dellapenta wasesktdesix
years in prison under first U.S. and California cyberstalking law.

Even more fatal was the case of 20-year-old Amy Boyer. Her cylkenstatned-
offline-stalker Liam Youens waited until she left her job at a dental adfickeshot her

through her car window after stalking (and cyberstalking) her for y8aenger, 2000).

? Interviews were conducted January 2006 througle 2006 placing the majority of recorded stalking
behaviors in 2005 (Bureau of Justice StatisticxcBp&eport , 2009, p. 10).
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Youens had purchased information about her online to more easily track her down and had
created a Web site dedicated to his stalking activities and to Boyer and esitaddes plan
to kill her. The Web site indicated that Youens had fallen in love with Boyer in the eighth
grade and turned vengeful after she rejected him in high school. No one, including Boye
knew about the Web site before she was killed. A significant number of cybergtakgets
may not even know they are being stalked—a marked difference from traddiatkahg,
which generally focuses on making the target aware of their situation.

Another dissimilarity of cyberstalking to traditional stalking isdam target
selection by cyberstalkers. Bocij was quotediie New York Timé®©nline Diary” (O’
Connell, 2003) as saying, “Perhaps the most unnerving aspect of cyberstallang is it
indiscriminate nature. I've never found an offline example where the victinselected
completely at random. But there are many examples of that online.”

Sexual Harassment

Sexual harassment, as defined by the U.S. Equal Employment Opportunity
Commission, defined sexual harassment as “unwelcome sexual advances, regsestsfor
favors, and other verbal or physical conduct of a sexual nattexuél harassmeri2002).
Barak (2005) argued that there is little literature addressing sexus$imamat in cyberspace
and points out that sexual harassment and offense on the Internet is prohibitingreethe “f
legitimate, functional and joyful use of the Net” (p. 77). Barak (2005) putifealklxual
harassment into three categories and noted that each also exists ipagdiers

1. Gender harassment — unwelcome verbal/visual stimuli (comments, remaiks, et

used to insult on the basis of gender
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2. Unwanted sexual attention — unwelcome behaviors toward an individual
communicating desires and intentions sexual in nature
3. Sexual coercion — exerting physical or psychological pressure on an individual to
attain sexual cooperation
The fact that real life rape relies on physical contact poses anothezmralvirtual
rape. In elaborating on the differences among the three categories ofteragsament,
Barak (2005) explained that online sexual coercion does, indeed, require the aggressor
some kind of pressure. “The use of physical force is impossible online . . .” (Barak, 2005, p.
80), but moved that online victims may still perceive online threats as real andilham
contrast, many scholars maintain that physical harm can be brought into pjderspace
(Reid, 1995; MacKinnon, 1997b; Stone, 1992; Powers, 2003; Barak, 2005; Wall, 2007).
Stone (1991), in giving an example, said:
A whack on the head in the ‘real’ world can kill you, whereas a whack in one of the
virtual worlds will not (although a legal issue currently being debated by futuris
attorneys is what liability the whacker has if the fright caused by al/istnack
gives the whackee a “real” heart attack)” (p. 84).
MacKinnon (1997b) noted that most definitions of real life constructions of rape
(including legal) “tend to include elements of physical force, fear, and unwidsgj (p. 12).
Williams (2000) said, “The acts of harassment and even rape have arguably bee

reengineered from their ‘physical’ manifestations into derisory andfhatextual

performances that are present within online community interaction” (p. 97).
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Because there are no real people and no real physical feelings such as touchmor pain i
cyberspac®, inhabitants of virtual communities must use what knowledge they have of
interpersonal interaction, personal space, and their senses to gauge the meanings of
interactions in text-based and in visual virtual environments. This is supported by some
scholars who believe that harm done to an avatar extends to the controller of dratlzatat
the avatar, or virtual representation, functions as an extension of the self ameffggehe
vulnerable to the psychological harm that can potentially result from virtual rape.
MacKinnon (1997b) said, “If rape is to be given its due in virtual reality, then it cannot be
constructed as an assault against mere virtual representations,” thastttiove from the
physical to the mental . . . from the realm of virtual reality bodies . . . to the reétm of
emotional and psychological self” (p. 13). As proposed by Wall (2001), acts of cyber
violence involve “bringing psychological harm to or inciting physical harnmagathers,
thereby breaching laws pertaining to the protection of the person” (Jaish2088y p. 287).

Reid (1995) touched on this problem by pointing out that participants in virtual reality
environments tend to treat virtual reality and the depictions therein as ivéreyeal,
actual, and accurate. This denotes that any consequences suffered by eharaciér due
to an incident, whether good or bad, can indeed carry over into reality and affect the real
person. Similarly, Powers (2003) posited, “Characters are in fact conduits ofahem
and illocutionary force of the controllers’ acts” (p. 195) and determined througthsaeie

theory that “the character-controller identification allows harm to eackex become a

1 The very first virtual environments were signifity limited to visual feedback in the form of tebased
environments, but more recently aurally and visu@i#xtual and graphic) stimulating virtual enviroents
have become the norm. However, new research ahddtgies are being developed that can more easily
stimulate (and simulate) the five traditional sen@und, sight, smell, taste, and touch) to craatere
immersive virtual experience.
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wrong to a controller” (p. 196). That is to say that when real people create etsavath
which they spend a lot of time and energy, they begin to attribute feelings anaisnatie
the character to themselves rather than to the character. They becometpmnestsdd of
two separate ones. In his conclusion, Powers (2003) said, “the closeness of virteal and r
communities is expressed in the parallel between the irreplaceabitivacicters and the
mortality of the real people” (p. 198). Stone (1992) cautioned that behind every avatar or
virtual persona is a real person, body, and mind. This suggests that virtual personas and th
real life operators should not be considered separately, but rather as a pehrtathea
Thus, new legal and altered theoretical perspectives are needed in the Baarafnartual
rape.
Rape vs. Virtual Rape

From the previous information about sexual assault and virtual rape, some key
similarities and differences between the two can be identified. Todtagtiese similarities

differences, the following (non-exhaustive) chart has been constructed:

Table 1
Rape Virtual Rape
Why it happens: | Power, Control Power, Control
How it happens: | ¢ Not random, usually ¢ Non random
e By physical force e Random (more often)
(unwanted penetration, e By psychological force
abuse, touching, etc.) (threatening messages/emails,
e Can be result of stalking, viruses, hacking, spam, bribes,
sexual harassment, date seductions, etc.)
rape, etc. e Can be result of stalking,
sexual harassment, naivety, in-
experience
Who it happens | Naive or trusting Naive or trusting, in-experienced
to: (newbies)
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In addition to the differences outlined above, there are additional key differences
between real rape and virtual rape. In real rape, the victim may b aseape or run
away, call for help, or file a police report. In cyberspace, victims of virayed may not be
able to escape (one avatar can typically do what another can) or may not know koapt e
or be able to receive physical help from others who are present (after alspadeelacks
physicality). There may be insufficient or no resources for reportindents to game
managers or creators (even if a report is filed, it may not be investigatedeaoffender
may not be punished). As stated in Chapter 1, common solutions offered are to leave the
virtual environment or physically turn off the computer. Both of these solutions &fford t
offender just the power s/he is looking for. Accountability also fuels this power.

Real rape tends to occur in private places because the offender does not want to be
seen or caught (date rape drugs further prevent even the victim from lsentben offender).
However, virtual rape can occur publicly or privately because there &aditio
consequences if the offender is seen or caught. Diana Allendale’s (2007¢es@eais
described earlier, occurred on a nude beach where any other avatar coulcchav@ther
posts on the topic have indicated that virtual rapes have happened in other puidicrplac
Second Life like Help Island.

Cases of Virtual Rape
In order to demonstrate how acts of virtual rape affect the victims in botrspgoer
and reality, and contextualize the concepts outlined above, three cases of virtuall rape

now be examined:
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The “Bungle Affair”

The first extensively printed account of virtual rape was officialblpréed by Julian
Dibbell in an article written folhe Village Voicen 1993. Dibbell's account of the “Bungle
Affair” was later expanded into a book in which he disclosed the most intimatks détie
virtual rape as well as the victims’ and the online community’s reactiohe t@ttacker and
incident. Dibbell's publications on the Bungle Affair have been referencedabgssionals
and scholars alike and are considered an important foundation of the topic of virtual rape.
The facts of what happened in LambdaMOO must be remembered as occurring in
cyberspace, as the majority of the details are not necessarilyteahsigh the forces of real
life.

The Bungle Affair occurred in place in cyberspace called LambdaMOQ@gaoty
multi-user dimensiol (MUD) in which users could create rooms and objects with which to
interact (MOO is short for object-oriented MUD). It could be found only by a &ddbess
and was characterized as a mansion with hundreds of interconnected rooms. Tretqerpe
was called Mr. Bungle, an avatar controlled by a New York University stulésictibed as
“a fat, oleaginous, Bisquick-faced clown dressed in cum-stained harlequin gariodded g
with a mistletoe-and-hemlock belt whose buckle bore the quaint inscription MESS
UNDER THIS, BITCH!” (Dibbell, 1998, p. 13).

Dibbell (1998) recalled that the virtual rape happened on a Monday in March, 1993,
in the living room of the LambdaMOO where many other avatars were gathdre

Bungle, unprovoked, entered the living room at around 10 P.M. (Pacific Standard Time) and,

™ MUDs are virtual communities that allow many peofal log on simultaneously from geographically
scattered locations and communicate in real-tinte ame another via typed text. Through detailed
descriptions, they create vivid illusions of phydispace (Kendall, 1993; Dibbell, 1998).
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by manipulating a voodoo ddf] forced legba (gender indeterminate), controlled by a woman
from Seattle, WA, into sexually servicing him. legba invoked curses on him thaltyiter
ejected him from the living room. From there, he retired to unknown whereabouts in the
mansion from where he continued to use his voodoo doll to attack, this time on multiple
avatar$® Starsinger, a female character controlled by a woman in Haverfriedba,
Bakunin (gender unknown), and Juniper (a squirrel). He forced legba to consume his/her
own pubic hair, Starsinger to violate herself with a steak knife, and for allmftthperform
violent sexual acts with each other. Finally, the ordeal was ended when Igggted t
character, used a magic gun that enclosed Mr. Bungle in a cage that prevented laoith doll
avatar from causing further chaas

While Dibbell (1998) uses rape sparingly as a term to describe the March 1993
incident, the majority of LambdaMOO members invariably interpreted it s FAfter
much deliberation and with lauded backing from a number of LambdaMOOQers, legda calle
for Mr. Bungle to be toadéd

Dibbell mentions in his book that Mr. Bungle and his victims were mostly university

students.

2|1n LambdaMOO, a “voodoo doll” is a “subprogramttearved the . . . purpose of attributing actianether
characters that their users did not actually wii@bbell, 1998, p. 15).

3 The names of the avatars were changed from I&jhesinger, Bakunin, Juniper, and Zippy in Dibtsell’
original 1993 Village Voice publication to exu, Madreamer, Kropotkin, Snugberry, and Iggy, respettivin
his 1998 boolMy Tiny Life

14 Eventually another avatar, Xander, freed Mr. Barfghm the cage after heeding his cries for helmader
only learned of Mr. Bungle’s exploitation of hidleav LambdaMOOers after he freed the villain.

15 Toading refers to a wizard’s action of permanenlignging the avatar’s name and description (icaditly
to the appearance of a toad) and placing that ctearen a public space of the virtual communityhdis also
been used to refer to the deletion or permanetd ekia player’'s character in a virtual community.
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Jake Baker

The second case was that of Abraham Jacob Alkhabaz, a.k.a. Jake Baker (U.S. v.
Alkhabaz, 1997), a University of Michigan undergraduate student who, in the mid-1990s,
contributed a number of fictional rape, torture, and snuff stories to an interacEBNETS
news group called “alt.sex.stories.” One story, in particular, published by Baklee
newsgroup on January 9, 1995, called the “JanéTRiery,” was named after an actual
female classmate. The story raised alarm at the University of Michigaraalistressed
citizen reported the post to the university.

Shortly thereafter, Baker gave permission to University of Michigan inastigto
search his dormitory room, personal papers, and email account where another story about
“Jane Doe” was found along with her accurate current address. Additionally, a number of
correspondences were found between Baker and another man detailing their

.. . plans of abduction, bondage, torture, humiliation, mutilation, rape, sodomy,

murder, and necrophilia. Most ominously, these messages cumulated in a conspiracy

between the two men to realize their aberrant e-mail discussions and exchanges b

implementing an actual abduction, rape, and murder of a female person. (U.S. v.

Alkhabaz, 1997, at 1498)

Baker was charged by the United States district court on five counts of tri@amgmit
threatening communications. It was recommended by University of Michigeaonme! for
Jane Doe to receive psychological counseling.

Brussels Investigation Into Second Life

In 2007, articles in two Belgian newspapd&ys, MorgenandHet Laatste Nieuws

pointed to an investigation of Brussels police into an alleged virtual rape ofiarB8lecond

18 The true identity of “Jane Doe” was known to tligtritt court and appellate forum but was changed t
“spare this young woman any additional and unneggdear, emotional trauma, or embarrassment” (US v
Alkhabaz, at 1498, footnote 3).
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Life user (Lynn, 2007). Second Life is a real life massive multiplayer ognge (MMOG)
created by Linden Lab in which users create avatars through which theecaltyllive a
second life, even if virtual.

The two stories were mused over by a small number of American writemssteiin
the topic. Both th®e Morgenand theHet Laatste Nieuwstories were translated by reader
James Wallmann and posted on www.volokh.com after the author of an article called for
translation’”:

Federal Computer Crime Unit Patrols in Second Life

The Brussels Public Prosecutor’s Office has asked investigators cédieealF

Computer Crime Unit to patrol in Second Life. In the virtual world of the computer

gamé?® a personality was recently “raped.” Following the virtual rape the Beusse

police opened a file. “It is the intent to determine whether punishable acts leave be
committed,” according to the federal police. The Public Prosecutor'seQffas also
alarmed. At the vice section, acting officer Verlinden opened an informational

investigation into the details. (Volokh, 2007)

Since the Belgian newspapers published the stories in April 2007, no furthes amidlee
alleged cyber-rape have been disseminated, as far as Web searchesdwled.r

From the examination presented here, it appears that acts of virtual rape haate not y
resulted in legal consequences for perpetrators in the United States, wseshsignificant
guestions about the need for legal direction in this area.

Virtual Rape, Cyber Violence, and the Law
It is important to recognize that any cases of actual virtual rape haleddkgal

ramifications as of yet, at least in the United States. Whether this ie theerionexistence

of statutes specifically regulating cyber violence or virtual raptheofailure to amend

" Both stories were very similar, with thiet Laatste Nieuwarticle getting its story frorbe Morgen
18 Wallmann added that in the original article, théis “-etje” was attached to the end of the Dutebrd for
“game.” This diminutive suffix suggests that thee is something trivial or for kids.
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existing common law to include elements of cyber violence comes into considerahus,
the following questions will be examined:

RQ1: Does accountability in Second Life lie on the shoulders of Linden Lab or does
it fall into the lap of the users? Answering this question will advise on the positiomdein
Lab and its liabilities and responsibilities.

RQ2: Is virtual rape protected by the rights afforded under the First Amendment?
Determining if virtual rape is or is not protected by the First Amendmehne iBrst step in
being able to apply criminal law to cases in which is occurs. If it is showrithal rape is
not protected speech, criminal law may be applicable. However, if virtuaisrapatected
expression, civil law may apply.

RQ3: What real laws or statutes exist, or can be amended, to address virtual rape?
Fitting virtual rape into the correct category of offenses is important inndigiag the extent
to which it could actually be regulated under criminal law, assuming thatrmsndment
protections do not apply.

Answering these research questions will require analyses of seatungstand
review of U.S. common law. It will also require an analysis of the First Amentdaf the
U.S. Constitution as well as a close examination of the Second Life TO $nagtesnd
Community Standards as provided by Linden Lab and Second Life. Chapter 3 wiilihaketai

research methods used in this study to answer the posed research questions.
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CHAPTER 3: METHODS AND PROCEDURES

To this point, the analysis has focused on the fundamentals of the problem of virtual
rape and the definitions, perspectives, concepts, and philosophies that help explaasit. It
also provided an escalating lineation of a number of types of cyber violence Wit kéipe
being one of the most intense and distressing. Additionally, it has brought sesofari
three ordeals concerning virtual rape to the forefront to act as examples.

The purpose of this chapter is to detail the methods used to conduct legal research and
analysis. The first section of this chapter summarizes legal ces@ad outlines how cases
are found. The second section outlines the evaluation of the Second Life TOS agreement,
Community Standards, and other provided documents.

Legal Research and Analysis

Legal research utilizes two types of research as main legal souracasryPr
authority, as Putnam (2008) defined it, is “authority that is composed of the law (for
example, constitution, statutes, and court opinions)” (p. 254). Case law falls easityant
category. Putnam (2008) described secondary authority as “any source of lawmaagourt
rely on that is not the law (for example, a legal treatise, restatemdénsat lafrt, or legal
encyclopedia)” (p. 254), and described it as “not the law” per se, but “persuasigatgut
(p. 33).

To obtain primary and secondary sources used to apply case law and statutes
concerning situations of real life rape to those of virtual rape, the online |¢ghadas
LexisNexis and Westlaw Campus Research were used. Using the Westbhasda
combinations of the terms “sexual,” “assault,” “rape,” “cyberspace,tdalreality,”

“virtual community,” “harassment,” and “sexual harassment” were enterbe “key
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search.” Similarly, LexisNexis was searched for identical teriss revealed a number of
primary and secondary sources, not all of which will were useful for the analysis.

A very useful feature of LexisNexis &epard’s Citations By entering a case
citation into the search field, the history of that case as well as citimgjafex; annotated
statutes, and law reviews and periodicals were revealed making this anbiwadsaarch
tool. The number and strength of the cases and decisions retur8adgmrd’s Citations
can indicate their binding legal authority and how often the Court has relied on particula
precedents in later decisions.

Identifying the rule behind a court decision is often a difficult task. Sitpilar
applying case law to an issue or legal question can be equally complicated. The ptirpos
legal research and analysis is to identify appropriate statutory antheaibat interprets
how the law applies (Putman, 2008); that it is “an exploration of how and why a specific la
does or does not apply (p. 252). Case law analysis, more specifically, is the pfocess
analytically determining how a court opinion may affect the result of anc#iserbeing
decided later (Putnam, 2008).

Case law is important for lawyers and judges. It is a major source of lawlifEthe
legal system and is a heavily used resource in analogical reasoning (5uUré98).

According to Sunstein (1993), “analogical reasoning maintains its status aseadiagly
prominent means by which both lawyers and nonlawyers think about legal and moral
questions” (p. 742). Nemeth and Haywood (2005) said, “Case law will always remain
central to the resolution of legal research problems” (p. 235). Sunstein (1993) held, “The
common law — the product and the most celebrated locus of analogical reasoning erhas oft

been misunderstood as a result of social custom rather than an opposition of judidipl wil
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754). Putnam (2008) said, “The doctrines of precedenstane decisigovern and guide
the application of case law and thereby provide uniformity and consistency ontingot
law system” (p. 164). These scholars indicate the importance and weight ¢tdwas the
United States, as it is used to provide analogical interpretation for undefined andiedde
claims.

Precedent is defined by Putnam (2008) as, “an earlier court decision on an issue that
governs or guides a subsequent court in its determination of an identical or Sisuéar i
based on identical or similar key facts” (p. 164). There are two types of pnecedées can
use in deciding a current case. One type is the mandatory precedent. ritla¢onya
precedent is a decision passed down from a higher court that must be followedrby lowe
courts in the jurisdiction (p. 165). This is required bydtage decisisa doctrine stating
“similar cases must be decided the same way—that cases that are precesidis
followed” (p. 165). The second type of precedent is the persuasive precedent. The
persuasive precedent is a previous decision that a court can look to for guidance when
determining the outcome of a case. This type of precedent is not bostatdoyecisiand,
therefore, no court is required to follow it.

Second Life Terms Evaluation of Self-Regulation

In addition to conducting a legal analysis of statues, case law, and statutosyoprovi
to determine the plausibility of regulation of virtual rape in virtual communitiesihesis
will also consider the state of industry self-regulation specificalgted|to accountability
within Second Life. Since the game is modeled after real life, it widl gpod insight into
the dilemmas of accountability and responsibility currently faced by MA@ G

companies. Linden Lab’s TOS and Community Standards will be thoroughly examined for
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principles related to corporate and player self-regulation. Contradictions,mpspble

inconsistencies, and how liability/responsibility is dealt with in Secorelwill be examined

and evaluated.
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CHAPTER 4: ANALYSIS

Examining the TOS agreement and Community Standards as provided by Linden Lab
and Second Life to determine the limitations of personal accountability goofate
accountability is the first objective of Chapter 4. The second objective is tondeter
whether virtual rape is protected by the First Amendment and to identify tnaemts
behind each position. The third is to identify what statutes could regulate or be drtende
include the behavior of virtual rape in order to make it punishable by law.
Second Life Terms of Service Review

Reviewing the Second Life TOS agreement and supplemental documents tutaishe
users by Linden Lab will help the researcher get an idea of how the corgideatéd Second
Life addresses accountability. Does it take some responsibility or deasatall the
responsibility of accountability in the hands of the user? When one user iscalfgcte
another user’s irresponsibility or aggression, does Linden Lab attempt to résopueblem
and how? Does Linden Lab provide tools for players of Second Life to use to maintain their
safety in the virtual community and environment it has created?

Understanding how Linden Lab has allocated responsibility and accoutabilit
Second Life may indicate the current state of accountability.

Terms of Service

The Linden Lab TOS agreement requires Second Life users to accept a ntimber
terms before being able to use the service they provide. “Service” as di$gribe TOS
agreement is:

“Second Life" is the multi-user online service offered by Linden Lab, incluthag

software provided to you by Linden Lab (collectively, the "Linden Softwamed)the
online environments that support the service, including without limitation: the server
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computation, software access, messaging and protocols that simulatedhe Séx
environment (the "Servers"), the software that is provided by Linden Lab and
installed on the local computer or other device you use to access the Servers and
thereby view or otherwise access the Second Life environment (the 'Rgwe
application program interfaces provided by Linden Lab to you for use witim8ec
Life (the "APIs"), and access to the websites and services availairigtfe domain
and subdomains of http://secondlife.com (the "Websites"). The Servers, Viewer,
APIs, Websites and any other Linden Software collectively constitutStheice™ as
used in this Agreement. (Subsection 1.1)
The provisions players agree to in the TOS cover a range of topics includiraptéetand
services of Second Life, account registration and requirements, licenseatetrather
intellectual property terms, conduct by users of Second Life, releasesinksslaf
warranty, limitation of liability and indemnification, player privacy policy jdite
resolution, and general provisions.
The following sections look at specific items within the Second Life TOS thdén
Lab uses to absolve itself of any liability and accountability within the wesfof its multi-
user environment (which includes all software and websites), even if the prablragsse
are due to content and conduct experienced while using the service.
Section 1: The Services and Content of Second Life
Subsection 1.2 of the TOS agreement begins by stating that Linden Lab is@ servic
provider and therefore does not control various aspects of the service. iklayif
explaining that it “does not regulate the content of communications between usensor us
interactions with the Service” and that because of this is has “limited cohamoy, iover the

quality, safety, morality, legality, truthfulness, or accuracy of variopsdas of the Service”

(Subsection 1.2). Subsection 1.3 adds that Linden Lab does not prescreen user-created
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content®. This can become an issue for users when dealing with harassment put forth by
object. Absolving itself from the responsibility of prescreening usetemtemntent takes
the liability of Linden Lab out of the equation. Users who are harassed in loyrlech-abject
may have the ability to report those objects, but they do not have the ability to dognythi
about the objects themselves except walking or transporting away. While theabee
of prescreening user-created content would be enormous for Linden Lab, it coultsbe a f
step to improved regulation in Second Life.

Section 2: Account Registrations and Requirements

Subsection 2.2 of the TOS agreement explains that people under the age of 13 are
forbidden access to Second Life, users 13-17 are only allowed access totiAedaeand
users 18 and older are prohibited from entering to the Teen Area. While Linden Lab
threatens the possible termination of any or all accounts as a consequences fahthase
found where they are not supposed to be, it also reminds the user that it cannot control
whether teens or adults acquire access to an area other than where they shoulbbgh Al
Linden Lab makes clear the rules the age restrictions in certain &eethditeen grid), it
renders itself as not responsible for the location of users who are not in thé @@aecThis
becomes a problem with ageplay (previously mentioned in Chapter 2) and other types of
mature content. Linden Lab is neither responsible for children exposed to that mature
content, nor responsible for exposing adults to children in mature settings.

Additionally, Linden Lab absolves itself from liability for any inappraypei

objectionable, or offensive content or access to content provided by other users or non-

9 Graphics, sound effects, music video, audio, caemrograms, animation, text and other creativputLare
collectively defined by the TOS as “Content.”
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employees of Linden Lab. The context indicates that this includes content found both on the
regular service for adults and the Teen Area for teens. So, for examplehérgviayer
(adult or teen) supplies adult or mature content to another player on the teenngiea, Lab
IS not responsible for monitoring their environment.

Subsection 2.3, states that Second Life account names may not be misleading,
offensive, or infringing, and says that each user is responsible “forigltiastconducted
through your Account or under your Account Name” (Subsection 2.3). The fact that teens
are required to obtain permission from their parents before registering teaswld.ife not
only makes teens liable for the actions and activities performed by theiotlaer) avatars,
but also makes parents of teens liable for those same actions—even if the teeaceexen
permission in the first place. While it may be the responsibility of parentste What their
kids are creating for their online lives, placing accountability on possibly unkgdtird
parties (while in this case necessary) is irresponsible of Linden Lab.

Section 4: Conduct by Users of Second Life

This section of the Second Life TOS agreement contends all users mustfollow
prescribed set of behavioral guideless provided by Linden Lab. However, in addition to the
code of conduct, Subsection 4.1 reminds readers that Linden Lab also expects thall users w
refrain from a number of activities and behaviors (see Section 4.1 in AppendiboA). T
enforce these requirements, Linden Lab once again threatens “imnudiai@nanent
suspension or cancellation” (Subsection 4.1) of one or all accounts of users who violate them

The list of activities and behaviors the TOS supplies that must be refrainets from
fairly inclusive, but the threat of immediate or permanent suspension seemadidike

sentence for some of the activities and behaviors pointed out. And while the threats tha
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Linden Lab makes in response to engaging in these behaviors might seem grawe to som
users, two things must be remembered: 1) that they are just threats and notspaoohi@e
the threatsnay only be enforcaflthe behavior is reported.

Section 5: Releases, Disclaimers of Warranty, Limitation of Liability, and
Indemnification

Section 5 is probably the most telling of Linden Lab’s position on corporate and
personal accountability. Subsection 5.1 begins by explaining that any user of Siéeond L
cannot hold Linden Lab accountable for actions of other users within the game, bugsrese
that it has the right—but is not obligated—to resolve disputes between users.

Subsection 5.5 holds that Linden Lab “cannot be held responsible or liable for
anything that occurs or results from accessing or subscribing to the SeiMngis a
catchall for Linden Lab and indicates that while the hold the power to resolvedssputes
among or between Second Life users, they are clearly distancing lesrfsem any
liability—including personal injury or emotional distress—that could result fregame
cyber violence.

While Linden Lab has made it clear at this point in the TOS that it will not be held
liable for any in-game disturbance of any kind, it goes one step further tdypoéteand
that upon its request, the user miistendLinden Lab from claims (Subsection 5.6).

It could be argued that Linden Lab only provides a forum in which residents can lead
a second life, a way of life that they may not be able to lead in real lifeultt also be
argued that users would find another forum if Second Life was not available for thee to us
So the question here becomes who is responsible for the cyber violence that occuosdn Sec

Life? Linden Lab, by contract, is obviously not liable for anything that happearsytuser
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by the hands of another user and is not obligated to resolve any issue it does not want to
resolve, which puts the majority of users at fault for their actions. But while a
accountability of actions is now in the lap of the users, there is no sure systdmnchyo
make accountability matter; the punishments laid out are not carved in stone andlaibden
only uses them when it deems it necessary.

Community Standards

Linden Lab provides the Second Life community with a set of principles, a cotlecti
of behavioral guidelines that every resident or user of Second Life is expeeigde by
while they are using the service. Users of the adult-accessible versmmdS3efe are
required to follow what is known as the “Big Six.” Those users who access the tsien ve
of Second Life are expected to follow a few more guidelines, known as th&@éBif
While there are two sets of guidelines that two sets of users must look to, thgsandl
focus solely on the Big Six. The goal of the Second Life Community Standardgresato “
each other with respect and without harassment, adhere to local standards &slibgicat
simulator ratings, and refrain from any hate activity which slurslaned individual or
real-world community” (Community Standards, 2009, paragraph 3). This goal is
communicated through the Big Six which includes brief definitions of 1) intolerance, 2)
harassment, 3) assault, 4) disclosure, 5) adult regions, groups, and listings, anadGhglist
the peace.

The final sections of the Community Standards quickly outline Linden Lab olicie
and discuss the negative consequences associated with violation of the BigtS&. |
subsection called “Warning, Suspension, Banishment,” Linden Lab recognizaswhasers

must familiarize themselves with a new environment and reminds readers oftiigsalso
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means new users will have to get used to a lack of formal governance, which caim itself
some cases, be the instigator to breaking the rules of the Community Standards. The
subsection also communicates that Linden Lab and Second Life loosely operatelealthe
of “three strikes.” If a user is in violation of the Community Standards, s/henitidllly be
warned. Further offenses warrant temporary suspension and “eventual Banisbment f
Second Life” (Community Standards, paragraph 14). While the document does well to
mention the consequences of violation, it does not fully explain them. For example, how
many offenses must be made for a user to deserve suspension and/or baniffrement?
resident is suspended, what is the length of suspension and what determines the length of
suspension?

It is clear that the Community Standards are a very broad set of iddaks bvitad
set of consequences. This may be because Linden Lab promises to evaluatenpshtc
and violation of the Community Standards sent to customer se@mimé¢ Harassment
2009; see Appendix B). Though Linden Lab reserves the right to look into the grievances it
wants to, this right also gives it the time and resources to look into only the mosiwdfe
complaints submitted. In turn, this would help to create a more secure Second Life
environment by being able to amend the Community Standards and TOS, assuming that thi
is, indeed, what Linden Lab does when it evaluates abuse reports. Unfortunately, no
evidence points to the fact that is what Linden Lab does.

Second Life Tools for Reporting

Although the Second Life Community Standards and the TOS agreement cover most
of the rules, some residents may still have questions on how to report online haragsment.

this, Linden Lab has provided a set of frequently asked questions (FAQSs) tidedttH
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Handle Online Harassmen@nline Harassmen®009) that outlines what residents can do to
report violations themselves or others and what they can do to deal with haragsheent a
moment it occurs.

The main tool for reporting a violation is an abuse report. Each player has access t
the abuse report at any time. When the abuse report option is accessed from the playe
control console (the screen the player always sees during game-playpattie re
automatically takes a snapshot, or photo, of the scene in front of the player. Thesigeatur
especially useful if the harassment is happening as the report is dcceksgers cannot
only report other players and incidents, but also offensive objects. If an objectasithe
of the offense, the abuse report automatically logs the creator and locatioratndarof the
object when prompted. This feature can be useful when a player is offended by iobject
regions of Second Life that are not designated as ni3tespecially since content is not
prescreened. A secondary method to abuse reporting, Residents who expessetheale
ideal circumstances when using the Second Life service can also findrassish Help
Island, a place within the world of Second Life, where Linden Lab employeeascated
who can offer advice and assistance with in-game play.

In addition to the residents’ ability to immediately report harassmentctn8e.ife
customer service, they can also take steps to deal with it the moment it bégmes player
is verbally harassing another through voice chat, the player being hatassedtantly mute
the chat. If aresident is in an area where a ‘griefing’ attack isggace, Linden Lab

suggests remaining calm and trying not to p&mndéine Harassmenf009). If a player

20 An “adult designation applies to Second Life® Regi that host conduct or display content thatisiaiy
explicit or intensely violent, or depicts illicitdg use” Maturity Ratings 2009).

www.manaraa.com



54

continually harasses another player on his or her own land, the harassed playealbiéis/the
to freeze, ban, or eject the harassing player from the land. This limits &@t¢be harasser
and gives the victimized resident a safe Zbn®emoving an abuser from a resident’s friend
list can prevent the abuser from following the victim and knowing where he/she leas gon
While all of these options for abuse are legitimate in their own right, actistie
remains that cannot be crossed by the victim. This line is made clear by thau@ityn
Standards and TOS agreement that have been put in place to make Second Life adeetter pl
and to make the victim’s experience the best it can be. The reporting optioasagre e
methods are not cut-and-dry and offer little solace to players who are victyieto ¢
violence. Even though Linden Lab playfully shows off the effectiveness of the eatited
by the comment in the online harassment document, “Click! Problem s@veuiie
Harassment2009), it is more than evident in the real world that covering one’s ears or
moving to a different place does not always alleviate the torment of a harasser.
Linden Lab has undoubtedly placed the majority of the responsibility of taking care
of cyber violence in the user’s hands. As real people have to respond to real violbece
real world with a real police report for the police to then act on, Linden Lab and Sefsond
are not obligated to respond to the reports sent to them by users even though they provide
tools to report violence. They do not have to ensure the safety of their users if they do not
see it as necessary (on a case-by-case basis), as dictated by thgrdé&Sent. There is no

measure of how many abuse reports are submitted daily and there is no melaswe of

2L Note that this only works when the harassed resioens a piece of land in Second Life. This fiowcis
not available on public land.
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many abuse reports are considered or investiffatédiditionally, there is no concrete or
permanent scale of punishment for offenders. Linden Lab reserves the nghytie
enforce the rules it has set if it feels the need to do so. Without a clear-cut set of
punishments, how can clear-cut rules be effectively enforced?
Virtual Rape and the First Amendment

The heart of the argument of virtual rape and its enforceability reedlyrlithe First
Amendment and whether or not, in Second Life and other virtual communities in which
avatars are the actors, virtual rape is considered speech or an act. Io establish the
illegality of virtual rape under the statutes of the state of Califormayigt first be
determined if the First Amendment protects virtual rape.

The First Amendment to the U.S. Constitution affirms, “Congress shall make no law
.. abridging freedom of speech . . .” The purpose of this Amendment is to protect speech
from government censorship. If virtual rape is protected speech under therk@nstilent,
the government cannot create or amend statutes to include the actions or behavior tha
elicits; if virtual rape is not protected speech, then statutes could bedapeat®mended to
regulate this type of cyber violence. So is virtual rape protected speech oeatgutot
action?

An Argument of Free Speech

Those who oppose regulation of this type of Internet violence could argue that virtual
rape is, indeed, a speech act rather than performance and is therefore protectind unde

First Amendment. Because Second Life avatars are virtual represesittihe controllers

%2 Guest (2007, p. 140) reported, “By the end of 20@6den Lab was receiving close to 2000 abusertefgo
day.”
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behind them, the performances of the avatars are also representations, ntenatter t
emotional consequence of the performanceAsincroft v. Free Speech Coaliti¢2002), the
Supreme Court agreed with the Ninth Circuit that specific provisions of the Child
Pornography Protection Act of 1996 were too broad. The Supreme Court concurred that the
ideaof child pornography cannot be muted, stating “depictions of sexually expliditct

that are ‘advertised, promoted, presented, described, or distributed in such athetnne
conveys the impression that the material is or contains a visual depiction of a ngagingn

in sexually explicit conduct’ [Child Pornography Prevention Act, 1996)] is...subdtantia
overbroad and in violation of the First Amendment.”

Another argument of this position is that because the Internet is consideredia gene
environment comprised of modes of communication (Holmes, 2005), all communication
occurring within those modes is protected under the First Amendment. This brings the
argument back to idea that visuals should be considered representations ratheudhan act
performances, which, again, are protected. For exam@gRAV. v. City of St. Paul, Minn.
(1992), it was found that burning a cross on a black family’s lawn did not constitute ‘gightin
words” and was therefore not punishable under the St. Paul, MN Bias-Motivated Crime
Ordinance. Similarly, ilBrandenburg v. Ohi¢1969), the U.S. Supreme Court reversed the
decision that Brandenburg, who had himself filmed supporting Nazi ideals (but notacting
them), could be convicted of violating the Ohio Criminal Syndicalism Act of 1919 for
“advocacy and to forbid, on pain of criminal punishment, assembly with others merely to
advocate the described type of action” (at 449)R.K.V, the symbol of the burning cross on

a black family’s lawn was not necessarily a threat as much as it wasbasteation of
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ideals, as was the caseBrandenburg These two cases show that symbols or visuals are
generally not held to the same standards as actions.

A third argument is that everything in Second Life from the houses, to Linden
Dollars, to the residents is simply comprised of pixels of information; nothirgrpereal.

The only way a real person can interact with any object in Second Life is ¢otkilosgh an
avatar. Because there is no real interaction or physical touch, how could apie e
construed as anything other than a representation or communication? Rgitbeatlake
Baker casel.S. v. Alkhabgaz1997), while the emails between Baker and his friend were
morbid and wrote of what they wanted to do, and while Baker’s story detailed the violent
rape and murder of a girl who held the same name as his schoolmate, it was&und t
neither of these communications constituted a threat of any kind, nor invoked any kind of
real physical damage.

These three arguments provide a strong case for the protection of virtuad rape a
speech under the First Amendment. The next section outlines arguments from the point of
view of advocates of the illegality of virtual rape.

An Argument of lllegality

A first argument for the illegality of virtual rape is that becauserttemtions of
others in cyberspace and in virtual communities can be as significant atlifer¢he
negative intentions of virtual rape are significant to players who are so attached t
avatars. As mentioned earlier, Powers (2003) believed speech and actiodsocerine
computer programs could be just as significant and impacting as those cariredealtife
and that performances and utterances could be distinguished from each other (p. 193). As

Brenner (2008) concluded, hitting someone is different than calling them a name. The
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intentions of others are important because some users become intensely attdched
involved with their virtual characters. Linden Lab may not have written a coadmafict or
created a set of consequences for the actions of players if the ill intesftmthers were not
important. These ill intentions could even potentially be perceived as threats, depending
the victim receiving the message.

A second argument for illegality of virtual rape is that violence begets vmlenc
(Brenner, 2008); that because virtual rape is a representation of real rapé] persuade or
push people to commit those acts in real life. But this is a proposed physical harm. No
research to date has absolutely proven that seeing or hearing violencseacpesson act out
the same violence in real life. However, if a virtual rape goes unpunished sthésays the
chance that some real individuals may assume there are also no real litpieonss. Even
so, the courts have determined “that speech does not lose its First Amendmetibprote
merely because it has ‘a tendency to lead to violence™ (Hess v. Indiana, 1973).

A third and final line of reasoning for the illegality of virtual rape is thiaie non-
consensual virtual rape itself does not necessarily inflict physical biara real person, it
can and does inflict emotional harm. MacKinnon’s (1997b) position is that the intention of
virtual rape is not to harm the avatar, but to harm the controller. Because ptaysdec
their avatars as extensions of themselves (MacKinnon, 1997b), the suffered|gtarsicaf
the avatar is the psychological and emotional harm of the operator or controllervefocage
Jaishankar (2008) was previously noted as saying in Chapter 2, psychological and émotiona
harm brought on by cyber violence breach the laws concerning the actual ipbgrsoa. In
Twyman v. Twymafl1993), an emotional distress claim was granted to a wife who had been

raped prior to marriage and filed against her husband who demanded that she engage in
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sexual acts involving bondage activities. The decision was granted based on foantseleme
1) the aggressor’s actions were reckless and intentional, 2) the conduct aseextd
outrageous, 3) there was a connection between the aggressor’s actions and ttse victim’
distress, and 4) the emotional distress was severe (at 630)onhack v. Eldridgé1974),
Womack was granted judgment for emotional distress, unaccompanied byaphysry, on
the same four elements in a claim against Eldridge, who gained unauthoriessl tacc
Womack’s home and took a picture of him for use in a child molestation case. Although
these cases occurred in real life and were mediated by the US juditeah stfge four
elements used to determine the outcomes can most definitely be applied toapeual r

From these two sides of the coin we can see that arguments can be made both ways
for the regulation or non-regulation of virtual rape. While the arguments pegami
protection of virtual rape do make valid points, one specific argument pertaining to the
regulation of virtual rape is conclusive: that there is a real emotional liatairsed by the
real person behind the avatar. Based on this observation, this paper will now look at which
existing laws could be used or amended to regulate virtual rape.
Regulation of Virtual Rape

Traditionally in the United States court system, cases seeking compearisati
emotional distress and personal injury are difficult to win. Infliction of evnatiharm and
emotional distress (e.g. harassment) are considered the least damalyeeyes of the law
while physical injury (e.g. murder) is considered most damaging (Brenner, Go@&:n,
2004). In Chapter 2 it was mentioned that virtual rape is likened to stalking, hargssnaent
variation thereof and is therefore lumped in with laws regulating thosmactBrenner

(2008) verified this and included that because virtual rape cannot inflict physicabha
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can only inflict emotional harm “It might...be appropriate to approach virtualase
variation of harassment or stalking . . . [H]Jarassment and stalking statgetsafiéective
harm; they also require that the perpetrator have engaged in a course of comdkict tha
inferentially and objectively likely to cause emotional injury” (p. 31 at 78).

But there is one issue that needs to be clarified before exploring how virtual mape ca
be regulated through the law: consensual vs. non-consensual virtual rape. In Skxond Li
both types of virtual rape exist and both have occurred. Although there have beamsituati
of non-consensual virtual rape, the occurrence of consensual rape is sidpifreanet
common. This is due to a number of areas with adult designations on the 18+ grid in which,
Second Life residents can use Linden Dollars, the currency in Second Lifechagrian
array of sexual toys, poses, and services, including consensual rape.

Brenner (2008) primarily analyzed the application of criminal law to conséns
virtual rape and admitted that the “phenomenon” complicated the analysis in tlysee wa
First, the definition of real life rape implies forced physical contactalfpeople (p. 32 at
80). Second, consent in the real world is a defense against rape (p. 32 at 80). Third, since
the act of consensual virtual rape is just that, the “victim” should suffer no enidtaona
(p.32 at 81). Therefore, if the virtual rape is a consensual part of role-playingi¢aally is
in the adult rated areas of Second Life), there would be no forced physical sexaei, cont
there would be no opposition to the action, and there would presumably be no emotional
harm resulting from the action. Ultimately, Brenner (2008) concluded that caaseirtual
rape could indeed be made illegal (p. 34 at 85).

However, contrary to Brenner’s (2008) application of criminal law to consensual

virtual rape, this analysis will mainly focus on non-consensual virtual rape {fisrpoint

www.manaraa.com



61

on, virtual rape should be considered non-consensual). Focusing specifically on non-
consensual virtual rape may help keep the analysis freer from some oftpkcations that
consensual virtual rape presents. Additionally, because Linden Lab is plyysicated in
the state of California, and because the Second Life TOS (n.d.) indicat€sif@nia is the
exclusive jurisdiction for settling any and all disputes, this study aesly®e issue of virtual
rape as if it had occurred there.

A brief review of California’s definitions of rape, stalking, and sexual harass
alongside the original definition of virtual rape will be useful in helping to idetii
differences and similarities among them:

1. Rape: “An act of sexual intercourse accomplished with a person not the
spouse of the perpetrator.” (West's Ann.Cal.Penal Code 8§ 261; see Appendix
C).

2. Stalking: “Any person who willfully, maliciously, and repeatedly follows or
willfully and maliciously harasses another person and who makes a credible
threat with the intent to place that person in reasonable fear for his or her
safety, or the safety of his or her immediate family is guilty of threecof
stalking, punishable by imprisonment in a county jail for not more than one
year, or by a fine of not more than one thousand dollars ($1,000), or by both
that fine and imprisonment, or by imprisonment in the state prison.” (West's
Ann.Cal.Penal Code 8§ 646.9; see Appendix D)

3. Sexual Harassment: Harassment that includes verbal harassment,lphysica
harassment, visual forms of harassment, and sexual favors. (Cal. Admin.
Code tit. 2, § 7287.6; see Appendix E)

4. Virtual Rape: “A sexually-related act of a violent or acutely debasing
profoundly humiliating nature against a character who has not explicitly
consented to the interaction. Any act which explicitly references the non-
consensual, involuntary exposure, manipulation, or touching of sexual organs
of or by a character is considered an act of this nature.” (Nancy [#587980]
1994; as referenced in MacKinnon 1997, p. 228)

Under California criminal law, it seems that the definition of rape may gletisli

outdated. For example, the perpetrator of the crime of sexual assault cgoie an
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including a spouse or other member of a person’s family. Other than this obstacle,
California’s offensive statute is fairly inclusive, but requires there &le physical forced or
non-consensual sexual intercourse.

California’s stalking law is equally inclusive, requiring a stalker to not onl
“willfully, maliciously, and repeatedly” follow a victim, but also requirls wictim to be
legitimately threatened and in reasonable fear of his/her own or his/hbrdaafety.

Harassment, on the other hand, in California’s official opinion, is even more inclusive
of specific actions than the previous two statutes but also includes (but does no} eequire
dimension of physical harassment.

The definition of virtual rape, as proposed by character Nancy of LambdaMOQO in
1997 and endorsed by some scholars (MacKinnon, 1997a; Williams, 2000), obviously
referred to avatars in virtual communities. While the definition was meamply
specifically to LambdaMOO and lacks much of the technical nuances that woelgued
of a legal definition, it implies a prior understanding of the definition of reatdipe and
incorporates some of those characteristics.

If the definition of virtual rape were applied literally to the Californatigies, it
would fit only under harassment. It would not be considered as falling underme@dt si
inflicts no real physical harm, whatsoever; regardless of the emotionalthaay or may
not inflict on a real person. Another caveat in applying the rape statute isetfeistno real
sexual intercourse, as is required by the law. Similarly, the stalkingestatutalso not be
applied to cases of virtual rape due to the fact that while there may beoomherassment
involved that is intended to emotionally upset the victim, there is not necesdaniljess

pursuit or a credible threat being made.
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Alternately, virtual rapeouldbe held as sexual harassment under subsections C and
E of the California Administrative Code, title 2, section 7287.6. This section dtates t
harassment includes “Visual forms of harassment, e.g., derogatory poat&rsns, or
drawings on a basis enumerated in the Act,” and reminds “the rights of fre spelec
association shall be accommodated consistently with the intent of this subsebtionder
to apply sexual harassment to virtual rape, the statute would have to be amended to
incorporate the necessary terminology.

Ultimately, because virtual rape is currently considered protected speg@ssion,

justice would have to be pursued by the victim in civil court.
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CHAPTER 5: CONCLUSION

This analysis has given insight into a very debated and current topic and shown that
even with the somewhat prevalent occurrence of virtual rape, it has yet tockdpff
considered in a US court of law without extenuating circumstances. A number @frschol
have weighed in on the issue, from Julian Dibbell (1993, 1998) on the topic of the first
virtual rape to Susan Brenner (2008) on the topic of regulating consensual vpaual ra
However this paper has sought to do the following: to 1) provide an insight into where the
bulk of accountability falls within the world of Second Life, to 2) determine thagitreof
virtual rape as held under qualifications of the First Amendment, and to 3) ohetevimat
laws or statutes exist that address or can be amended to address virtual rape.

Members of some virtual communities have taken responsibility to try to prevent
virtual rape and other types of cyber violence in order to protect the commtimgtyegalue
so greatly, LambdaMOO being the very first to experience and define the probdbite a
majority of virtual communities function under the ideals of egalitarianism and
libertarianism, there are a fair number that do have a ruling, though invisitblerigut
Linden Lab does not operate under either of these models and does present itself as the
authority and creator of Second Life, although its TOS agreement mastg $e shield it
from any liability issues rising from offensive or objective content babm®r in Second
Life. The TOS has shifted the majority of responsibility and accountabilityrdént and
behavior to Second Life residents, though it does retain that it has the power and control to
review and investigate any abuse report or complaint made that is worthwexf r
Additionally, Linden Lab has written a set of Community Standards foreberfsl Life

community that outlines unacceptable behaviors and iterates the consequencesrgf viola
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the rules. The Community Standards follow the TOS agreement closely insghantsiility
and accountability are shifted away from Second Life and Linden Lab towasd user
However, neither the TOS nor Community Standards make concrete how, when, and for
what reasons behaviors will be enforced. Because of this, the degree of actityunseis
perceive as being their own is decreased.

However, it may be unrealistic to expect Linden Lab to be able to control atkaspe
of its virtual space. After all, it is only a virtual meeting place meahbetunrestricted and
open, a forum in which people can explore a number of lifestyles activities. Although
Linden Lab and Second Life have removed themselves form legal liabilitespdnsibility,
shifted the bulk of accountability and responsibility onto their users, and potehg&ath
relaxed in enforcement of Community Standards, they have provided a limited rafmber
tools for residents to use to protect themselves against cyber violence, includiabrape.
This shows that companies running virtual environments have taken (even smat steps
alleviate some of the social problems that arise in virtual communitiesitimoost of the
responsibility still lies with the user.

In light of the information presented in this analysis, three recommendations f
improving perception of accountability and responsibility within Second Life eandule.
First, Linden Lab must clearly define the consequences they have set fort tebiavior.
Spelling out the types of punishment (account suspension or termination) as well as
communicating how those punishments will be enforced, and by whom, can only be a step
ahead of the current situation. Second, Linden Lab must publicize significariigatiess
and findings of reviewed abuse reports in its newsletters and forums. Doinglliteissure

the Second Life community that progress is being made and action is beingtiakep t
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responsible and accountable users safe. This also might spur users to submit nteri¢ repor
they believe the service is on their side. While the submittal of more repgrtsomgaown

the system, Linden Lab can retain the right to review only the abuse repoitditius
significant enough to investigate (as long as it continues to publicize)d, Tmden Lab

and Second Life must make their employees and administrators more visibl&extmel

Life public. Increased awareness of authority will convince users that Seidensl & place

for exploration, not deviance. Applying these recommendations will help signlificant
decrease cyber violence and increase user accountability, respgnsibditoverall approval

of the service by current residents. Shifting these situations wiktati@e new users to the
service while creating a safer atmosphere for all.

Even though many—if not all—companies shift responsibility and accountability to
the users of the virtual environment and may choose not to investigate complamtseoba
violence in the community, cyber violence, and especially virtual rape, matuailg be
enforceable by law.

This analysis evaluated arguments of virtual rape to determinelifuntéer First
Amendment protections. The arguments consisted of three thoughts: 1) Bectarseaaga
representations of their controllers, so are their performances; 2) Belcaustetnet itself is
generic environment composed of a number of modes of communication, all communication
occurring within the environment are protected; and 3) Because all of the imagess,obj
text, etc. in virtual environments are bits of information and pixels, they cannotroediee
actual objects and are rendered harmless.

For the first argument, it was foundAshcroft vs. Free Speech Coaliti(2002) that

the mere representation or idea of child pornography, virtual or otherwis@otva
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condemnable under the Child Pornography Protection Act of 1996 because some of the Acts
provisions were too broad and violated the First Amendment. The second argument, that
communication within modes of online communication are protected by the First
Amendment, is supported IB/A.V. v. City of St. Paul, Min(iL992), a case in which the
court found that burning a cross in a black family’s yard was an expression ef(@@inot
a threat) and was protected under the First Amendment. It is also suppdBieshtdgnburg
v. Ohio(1969) in which the court found that openly supporting and advocating certain
actions (Nazism, here) is protected speech. The third argument has ystipbeed or
opposed judicially in a US court, but will likely surface soon due to the number of people
joining virtual communities.

Overall, a strong claim is made for the protection of virtual rape astsp@eer the
First Amendment, but proponents of illegality of non-consensual virtual rape Isave a
presented strong arguments that oppose protection of virtual rape under the First
Amendment. However, because no cases specifically involving virtual rapbdave
brought to the judicial forefront in the United States, it is currently, and wikhirgm
protected free speech until those cases are heard and decided. Currently, no one is
accountable in ordeals of virtual rape because it is considered protectedierplegghe
Supreme Court’s recent indecency ruling against Fox TeleviBi@h@. v. Fox Television
Stations, InG.2009) could soon change that.

Though the arguments of illegality have yet to be supported by legal precedent
scholars have been exploring some of the ways in which users are affgctdier violence

and virtual rape.

www.manaraa.com



68

One argument, supported by Powers (2003), is that speech and actions occurring in
virtual environments can significantly impact victims because intentionsef osers
matter. Also supporting this is media richness theory, which, when borrowed for theepurpos
of this paper, states that the more information a mode of communication carries,eéhe mor
impacting it will be. Because virtual communities like Second Life are imddal, the
amount of information that can be transferred is enormous and effective. Brenngr (2008
also supports the idea that intentions are important when considering this argument. The
second argument for illegality of virtual rape is that violence leads to violértae
argument is also proposed and supported by Brenner (2008) and follows that violence in
virtual environments that goes unpunished could lead to violence in real life. Whilesthere i
little to no research to back up this claim, the court statetéss v. Indiangd1973) that
speech retains its first Amendment protection even if the speech has a tendeadytd
violence. Legally, this argument is not supported. The final argument for théitfleda
virtual rape is that the act inflicts emotional damage even if it does not piflysical
damage.Twyman v. Twyma(l993), as well agvomack v. Eldridg€1974), were both
granted on the grounds that, although there was no physical harm rendered, theadmoti
harm was reckless and intentional, extreme and outrageous, severe, and that aoonnecti
existed between the aggressor’s actions and the victim’s distress.

The bottom line is that while virtual rape cannot be experienced physically over a
network of computer connections, the immersion of the user into the virtual environment and
the richness of that environment can cause that user to feel the damaging erantional

psychological distress of rape, making the act more illegalityegreat
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While arguments on both sides compellingly show their validity, it was detedmine
that virtual rape, although it presents upon victims varying degrees of emotsinedsliis
currently protected as speech under the First Amendment. In fact, uage ghat deals
specifically with virtual rape is brought before the court, its legalityneit be questioned by
the judicial system.

If and when that case is brought before a judge, California state law and
administrative code would appropriately regulate it is as sexual haassms this analysis
has shown. While the code does not currently cover acts like virtual rape, inlg plai
evident that sexual harassment could be amended to include the characteristardehavi
virtual rape specifically due to very real harm of emotional injury.

Nonetheless, because virtual rape cannot be pursued in a criminal court, collecting
enough evidence, or “digital DNA” such as offender screen name/real name addtédBs,
screen shots of the ordeal, the virtual world’s terms of service, proof of repqgrabeut the
incident could help a victim in civil court, though the victim may still need help from
computer experts or authorities to obtain some of that information. Such a e@wicakl
be tried under the tort intentional infliction of emotional h@rar possibly under assatfit
Alternately, the owner/creator of the virtual community (like Linden Latught also be
considered accountable for not enforcing its terms of service or for invesgjigal serious
reports filed when it knows and understands that threats and offenses like aptuatcur

in its environment. In civil court, Linden Lab could be liable by neglig€rareproduct

%gee http://topics.law.cornell.edu/wex/intentionafliction_of emotional_distress for more informatio
4 See http://topics.law.cornell.edu/wex/assaultfiore information.
% See http://topics.law.cornell.edu/wex/negligermenfiore information.
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liability?®. Such threats of lawsuits of these types may pressure Linden Labs texphéie
in its terms of service the types of harmful encounters users mayenqegdbserve in
Second Life or to enact a more extensive labeling system for its inftalieconsider while
using the service rather than the two current Mature (M) and non-Mature (P@3.ra

For this analysis, Ellul's, Postman’s, and McLuhan’s technologically métestic
ideas were applied to virtual environments. Without the advancement of online
communication technologies like voice chat, graphics, etc., experiences in virtual
communities would not be as rich today as they clearly are—even the negative ones.
Unfortunately, the rate in which technologies are released make it mapdgsible for
enforcement institutions to effectively and efficiently protect netizens

Adaptation of the media richness theory for online communication (email, IRC, voice
chat, etc.) to explain the effectiveness of environments in terms of visuagliend
auditory content as communications could also help create a more robust saatpr
theory; the richer the communication, the closer players might feel tanmtieer. It is
precisely these characteristics that create the rich levelepativity in virtual environments
that make virtual rape so unique and give it the ability to be “experiencah'ifenot
physically.

There were a few limitations having an effect on this analysis. Firde Wxis
Nexis can be a good source of legal information, it was not useful for this analydics. |
provide some useful journal articles but the lack of grasp and experience wiblthited
its functionality. More useful was Westlaw Campus, which was used to locatebamaoim

cases related to the arguments and information found in Chapter 4. Wisghdey Citations

% See http://topics.law.cornell.edu/wex/productsiligy for more information.
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proved especially useful in located cases related to statutes or locattiapsirelated to
similar case law. Westlaw Campus also provided a history of each case faumdsha
helpful in determining the useful of each case for the purpose of the analysitierAnot
limitation was lack of accepted theory specifically surrounding virtuat@mwments and
accountability and anonymity. More appropriate theory could have made thisanalys
cohesive.

Three clear opportunities for further research have come from this analyses
opportunity is that of being able to adapt media richness theory away from orgaaikzati
communication to online communication. This adaptation could help create a more robust
social presence theory and provide a more concrete understanding of how the nEhnes
virtual environments can positively or negatively influence users of those envirtsinfe
second opportunity is determining exactly how subsections C and E of the California
Administrative Code, title 2, section 7287.6 can be amended to include the spectrum of cyber
violence presented in chapter two. The provisions of the code will have to be revised to
encompass online harassment. Finally, after all the information presented gudaial
this paper, one final issue continues to remstiouldvirtual rape, consensual or not, be
made illegal? The answer is heavily subjective at this point and will remainilsa coirt
officially hears a claim specifically concerning this act. Until a tailt hear a claim of
virtual rape, virtual communities and their creators will create méeetafe ways to enforce
their community standards. Only extensive law research and time will bealdefirm this
guestion.

This thesis hopes to provide a theoretical and legal perspective on virtual rape in

virtual communities like Second Life. As well, it hopes to encourage creatorsaanadjens
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of virtual community spaces to detail any standards created for those coraswith
information that can only make users more accountable. This thesis also hopes to show
creators and managers that the importance of communicating with the commusgyes |
of safety can only increase the safety of the community. Mostly, it is hoped ththtethiis
brings about a better understanding of virtual rape and its potential effects oduativand
the community. Ultimately, in the author’s fair opinion, it will be up to the ressdand

users who occupy those virtual communities to make them good, productive, social, fun

forums for entertainment, news, learning, and even a second life.
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APPENDIX A
THE SERVICES AND CONTENT OF SECOND LIFE

1.1 Basic description of the service: Second Life, a multi-user environment, ngeludi
software and websites.

"Second Life" is the multi-user online service offered by Linden Lab, inclutieg
software provided to you by Linden Lab (collectively, the "Linden Softwamed))the online
environments that support the service, including without limitation: the server caioputa
software access, messaging and protocols that simulate the Second icdereent (the
"Servers"), the software that is provided by Linden Lab and installed on dietmaputer
or other device you use to access the Servers and thereby view or othervasdrecce
Second Life environment (the "Viewer"), application program interfaces provideohtgn
Lab to you for use with Second Life (the "APIs"), and access to the wehsdeservices
available from the domain and subdomains of http://secondlife.com (the "Websites"). T
Servers, Viewer, APIs, Websites and any other Linden Software cadligationstitute the
"Service" as used in this Agreement.

1.2 Linden Lab is a service provider, which means, among other things, that Linden
Lab does not control various aspects of the Service.

You acknowledge that Linden Lab is a service provider that may allow people to
interact online regarding topics and content chosen by users of the service, angershedrus
alter the service environment on a real-time basis. Linden Lab ggrawal not regulate
the content of communications between users or users' interactions with the.SAs/&
result, Linden Lab has very limited control, if any, over the quality, safeiyality, legality,
truthfulness or accuracy of various aspects of the Service.

1.3 Content available in the Service may be provided by users of the Service, rather
than by Linden Lab. Linden Lab and other parties have rights in their respextteat;
which you agree to respect.

You acknowledge that: (i) by using the Service you may have access to graphics
sound effects, music, video, audio, computer programs, animation, text and other creative
output (collectively, "Content"), and (ii) Content may be provided under license by
independent content providers, including contributions from other users of the Setvice (al
such independent content providers, "Content Providers"). Linden Lab does not pre-screen
Content.

You acknowledge that Linden Lab and other Content Providers have rights in their
respective Content under copyright and other applicable laws and treaty proasidisat
except as described in this Agreement, such rights are not licensed or othemngtsred
by mere use of the Service. You accept full responsibility and liabilitydior yse of any
Content in violation of any such rights. You agree that your creation of Contentmsamyt i
way based upon any expectation of compensation from Linden Lab.
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ACCOUNT REGISTRATION AND REQUIREMENTS

2.1 You must establish an account to use Second Life, using true and accurate
registration information.

You must establish an account with Linden Lab (your "Account”) to use the Service,
except for those portions of the Websites to which Linden Lab allows access without
registration. You agree to provide true, accurate, current and complete inboraizdut
yourself as prompted by the registration form ("Registration Data") anatam and
promptly update the Registration Data to keep it true, accurate, current andteorivjple
may establish an Account with Registration Data provided to Linden Labhggarty
through the use of an API, in which case you may have a separate, additional account
relationship with such third party. You authorize Linden Lab, directly or through third
parties, to make any inquiries we consider necessary to validate your&egiddata.
Linden Lab reserves all rights to vigorously pursue legal action againstsdhgevho
misrepresent personal information or are otherwise untruthful about their idanttjo
suspend or cancel Accounts registered with inaccurate or incomplete inGarmati
Notwithstanding the foregoing, you acknowledge that Linden Lab cannot guarantee the
accuracy of any information submitted by any user of the Service, nor anyyidenti
information about any user.

2.2 You must be 13 years of age or older to access Second Life; minors over the age
of 13 are only permitted in a separate area, which adults are generalbjtptbfiom using.
Linden Lab cannot absolutely control whether minors or adults gain unauthorized access to
the Service.

You must be at least 13 years of age to participate in the Service. Useartheralge
of 18 are prohibited from accessing the Service other than in the area designatetbby
Lab for use by users from 13 through 17 years of age (the "Teen Area"). Usk8agk
older are prohibited from accessing the Teen Area. Any user age 18 and older who gains
unauthorized access to the Teen Area is in breach of this Agreement and mayrfadate
termination of any or all Accounts held by such user for any area of the Selfwoe
reside in a jurisdiction where the age of majority is greater than 18gldagou are
prohibited from accessing the Service until you have reached such age ofymajorit

By accepting this agreement in connection with an Account outside the Teen Area,
you represent that you are an adult 18 years of age or older. By acceptingethiseay in
connection with an Account for use in the Teen Area, you represent that (i) youesst at |
13 years of age and less than 18 years of age; (ii) you have read andhasdegpeement;

(ii) your parent or legal guardian has consented to you having an Account fortbse of
Teen Area and participating in the Service, and to providing your personal infomrfati
your Account; and (iv) your parent or legal guardian has read and acceptédrdaesment.

Linden Lab cannot absolutely control whether minors gain access to the Service other
than the Teen Area, and makes no representation that users outside the Teenfuea ar
minors. Linden Lab cannot absolutely control whether adults gain access eethdrea of
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the Service, and makes no representation that users inside the Teen Area arésnot adul
Adult employees, contractors and partners of Linden Lab regularly conduct/thkiin the
Teen Area. Linden Lab cannot ensure that other users or any non-employee oflabde
will not provide Content or access to Content that parents or guardians may find
inappropriate or that any user may find objectionable.

2.3 You need to use an account name in Second Life which is not misleading,
offensive, or infringing. You must select and keep secure your account password.

You must choose an account name to identify yourself to Linden Lab staff (your
"Account Name"), which will also serve as the name for the graphical ezpagisn of your
body in the Service (such representation, an "Avatar"”). You may not selectr ascgount
Name the name of another person to the extent that could cause deception or confusion; a
name which violates any trademark right, copyright, or other proprietary aigiaime which
may mislead other users to believe you to be an employee of Linden Lab; or winame
Linden Lab deems in its discretion to be vulgar or otherwise offensive. Linden Lalkesese
the right to delete or change any Account Name for any reason or no reason. fidy are
responsible for all activities conducted through your Account or under your Accoond. Na

At the time your Account is opened, you must select a password. You are responsible
for maintaining the confidentiality of your password and are responsibleyfdraam
resulting from your disclosure, or authorizing the disclosure of, your passwirairouse
by any person of your password to gain access to your Account or Account Name. At no
time should you respond to an online request for a password other than in connection with
the log-on process to the Service. Your disclosure of your password to any atberiper
entirely at your own risk.

2.7 Accounts affiliated with delinquent accounts are subject to remedial actions
related to the delinquent account.

In the event an Account is suspended or terminated for your breach of this Agreement
or your payment delinquency (in each case as determined in Linden Laldéssodtion),
Linden Lab may suspend or terminate the Account associated with such breach andllany
other Accounts held by you or your affiliates, and your breach shall be deenpgdiyttoaall
such Accounts.

CONDUCT BY USERS OF SECOND LIFE

4.1 You agree to abide by certain rules of conduct, including the Community
Standards and other rules prohibiting illegal and other practices that Lindendrab de
harmful.

You agree to read and comply with the Community Standards posted on the

Websites, (for users 18 years of age and older, at http://secondlife.comdibeiggphp; and
for users of the Teen Area, at http://teen.secondlife.com/footer/cs
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In addition to abiding at all times by the Community Standards, you agree that you
shall not: (i) take any action or upload, post, e-mail or otherwise transmit Content tha
infringes or violates any third party rights; (ii) impersonate any persomtity @ithout their
consent, including, but not limited to, a Linden Lab employee, or falsely state awigther
misrepresent your affiliation with a person or entity; (iii) take artippaor upload, post, e-
mail or otherwise transmit Content that violates any law or regulatiortake)any action or
upload, post, e-mail or otherwise transmit Content as determined by Lindenitsabodd
discretion that is harmful, threatening, abusive, harassing, causes tortatbefa vulgar,
obscene, libelous, invasive of another's privacy, hateful, or racially, ethnicallysowte
objectionable; (v) take any actions or upload, post, e-mail or otherwise trarsmenCthat
contains any viruses, Trojan horses, worms, spyware, time bombs, cancelbots or othe
computer programming routines that are intended to damage, detrimentafréwath,
surreptitiously intercept or expropriate any system, data or personal ationm(vi) take
any action or upload, post, email or otherwise transmit any Content that woulé eiojat
right or duty under any law or under contractual or fiduciary relationships (suchdes ins
information, proprietary and confidential information learned or disclosed as part of
employment relationships or under nondisclosure agreements); (vii) upload, poksgremai
otherwise transmit any unsolicited or unauthorized advertising, or promotioraiaigtthat
are in the nature of "junk mail," "spam,"” "chain letters," "pyramid s@&®" or any other
form of solicitation that Linden Lab considers in its sole discretion to be of such;r(atiire
interfere with or disrupt the Service or servers or networks connected tortiee Ser
disobey any requirements, procedures, policies or regulations of networks conmé¢ioéed t
Service; (ix) attempt to gain access to any other user's Account or passw@jd'stalk",
abuse or attempt to abuse, or otherwise harass another user. Any violation by you of th
terms of the foregoing sentence may result in immediate and permanent suspension or
cancellation of your Account. You agree that Linden Lab may take whateveitstepms
necessary to abridge, or prevent behavior of any sort on the Service in itseméaah,
without notice to you.

RELEASES, DISCLAIMERS OF WARRANTY, LIMITATION OF LIABILITY,
AND INDEMNIFICATION

5.1 You release Linden Lab from your claims relating to other users of Sedend Li
Linden Lab has the right but not the obligation to resolve disputes between usermsnaf Sec
Life.

As a condition of access to the Service, you release Linden Lab (and Linden Lab
shareholders, partners, affiliates, directors, officers, subsidiariespyaep| agents,
suppliers, licensees, distributors) from claims, demands and damages (adtual a
consequential) of every kind and nature, known and unknown, suspected and unsuspected,
disclosed and undisclosed, arising out of or in any way connected with any dispute you have
or claim to have with one or more users of the Service. You further understand and agree
that: (a) Linden Lab will have the right but not the obligation to resolve disputesemetwe
users relating to the Service, and Linden Lab's resolution of any particpateldoes not
create an obligation to resolve any other dispute; (b) to the extent Linden ttele
resolve such disputes, it will do so in good faith based solely on the general rules and
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standards of the Service and will not make judgments regarding legal issusmer (4)

Linden Lab's resolution of such disputes will be final with respect to the virtuéd wf the
Service but will have no bearing on any real-world legal disputes in which ushes of t
Service may become involved; and (d) you hereby release Linden Lab (aleh lLiab's
shareholders, partners, affiliates, directors, officers, subsidiariespyaep| agents,

suppliers, licensees, distributors) from claims, demands and damages (adttual a
consequential) of every kind and nature, known and unknown, suspected and unsuspected,
disclosed and undisclosed, arising out of or in any way connected with Linden Lab's
resolution of disputes relating to the Service.

DISPUTE RESOLUTION

If a dispute arises between you and Linden Lab, our goal is to provide you with a
neutral and cost-effective means of resolving the dispute quickly. Accordyogiyand
Linden Lab agree to resolve any claim or controversy at law or in equity ibed &om or
relates to this Agreement or our Service (a "Claim") in accordance with dine of
subsections below.

7.1 Governing Law. This Agreement and the relationship between you and Linden
Lab shall be governed in all respects by the laws of the State of Caifwithout regard to
conflict of law principles or the United Nations Convention on the Internationab$ale
Goods.
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APPENDIX B

COMMUNITY STANDARDS
Welcome to the Second Life world!

We hope you'll have a richly rewarding experience, filled with cregtisélf
expression and fun.

The goals of the Community Standards are simple: treat each other with ezgpect
without harassment, adhere to local standards as indicated by simulator eatthgefrain
from any hate activity which slurs a real-world individual or real-wooishmunity.
Behavioral Guidelines - The ‘Big Six’

Within Second Life, we want to support Residents in shaping their specific
experiences and making their own choices.

The Community Standards sets out six behaviors, the ‘Big Six’, that will rasult i
suspension or, with repeated violations, expulsion from the Second Life Community.

All Second Life Community Standards apply to all areas of Second Life, the Second
Life Forums, and the Second Life Website.

1. Intolerance

Combating intolerance is a cornerstone of Second Life's Community Standards.
Actions that marginalize, belittle, or defame individuals or groups inhibit théysadis
exchange of ideas and diminish the Second Life community as whole. The use of dgrogator
or demeaning language or images in reference to another Residenethaicgty, gender,
religion, or sexual orientation is never allowed in Second Life.

2. Harassment

Given the myriad capabilities of Second Life, harassment can take miausy fo
Communicating or behaving in a manner which is offensively coarse, intingdati
threatening, constitutes unwelcome sexual advances or requests for @ecusaldr is
otherwise likely to cause annoyance or alarm is Harassment.

3. Assault

Most areas in Second Life are identified as Safe. Assault in Second aiie:me
shooting, pushing, or shoving another Resident in a Safe Area (see Global Standaryds bel
creating or using scripted objects which singularly or persistentlgttargpther Resident in a
manner which prevents their enjoyment of Second Life.

4. Disclosure
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Residents are entitled to a reasonable level of privacy with regard t8e¢bend
Life experience. Sharing personal information about a fellow Residenudinglgender,
religion, age, marital status, race, sexual preference, and real-woridrdoayond what is
provided by the Resident in the First Life page of their Resident profile is siootd that
Resident's privacy. Remotely monitoring conversations, posting conversation logs, or
sharing conversation logs without consent are all prohibited in Second Life and on the
Second Life Forums.

5. Indecency

Second Life is an adult community, but Mature material is not necessarily
appropriate in all areas (see Global Standards below). Content, communicatidraviorbe
which involves intense language or expletives, nudity or sexual content, the depicean of s
or violence, or anything else broadly offensive must be contained within private laedsn a
rated Mature (M). Names of Residents, objects, places and groups are broadijeviewa
Second Life directories and on the Second Life website, and must adhere to PG guideline

6. Disturbing the Peace

Every Resident has a right to live their Second Life. Disrupting scheduled events,
repeated transmission of undesired advertising content, the use of repetitns,
following or self-spawning items, or other objects that intentionally slow sper&srmance
or inhibit another Resident's ability to enjoy Second Life are examplesuifrbing the
Peace.

POLICIES AND POLICING
Global Standards, Local Ratings

All areas of Second Life, including the www.secondlife.com website and the Second
Life Forums, adhere to the same Community Standards. Locations within SefeateLi
noted as Safe or Unsafe and rated Mature (M) or non-Mature (PG), and behavior must
conform to the local ratings. Any unrated area of Second Life or the Secondebisgev
should be considered non-Mature (PG).

Warning, Suspension, Banishment

Second Life is a complex society, and it can take some time for new Residgaiis t
a full understanding of local customs and mores. Generally, violations of the Cognmunit
Standards will first result in a Warning, followed by Suspension and eventuahBemts
from Second Life. In-World Representatives, called Liaisons, may ooedlyi address
disciplinary problems with a temporary removal from Second Life.

Global Attacks

Objects, scripts, or actions which broadly interfere with or disrupt the Second Life
community, the Second Life servers or other systems related to SecondllLifet\we
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tolerated in any form. We will hold you responsible for any actions you takegtcare

taken by objects or scripts that belong to you. Sandboxes are available forakmatg and
scripts that have components that may be unmanageable or whose behavior you may not be
able to predict. If you chose to use a script that substantially disrupts taéi@pef Second

Life, disciplinary actions will result in a minimum two-week suspension, thelpedsss of
in-world inventory, and a review of your account for probable expulsion from Second Life.

Alternate Accounts

While Residents may choose to play Second Life with more than one account,
specifically or consistently using an alternate account to haragsRehkelents or violate the
Community Standards is not acceptable. Alternate accounts are getmeedélyl as separate
from a Resident's principal account, but misuse of alternate accounts canl a@sintiin
disciplinary action on the principal account.

Buyer Beware

Linden Lab does not exercise editorial control over the content of Second Life, and
will make no specific efforts to review the textures, objects, sounds or other ameiztied
within Second Life. Additionally, Linden Lab does not certify or endorse the apertin-
world games, vending machines, or retail locations; refunds must be requestdakefrom t
owners of these objects.

Reporting Abuse
Residents should report violations of the Community Standards using the Abuse

Reporter tool located under the Help menu in the in-world tool bar. Every Abuse Report is
individually investigated, and the identity of the reporter is kept striothfidential.
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APPENDIX C
West's Ann. Cal. Penal Code § 261. Rape defined:

(a) Rape is an act of sexual intercourse accomplished with a person not the spoeise of t
perpetrator, under any of the following circumstances:

(1) Where a person is incapable, because of a mental disorder or developmentsicat phy
disability, of giving legal consent, and this is known or reasonably should be known to the
person committing the act. Notwithstanding the existence of a conservatorshignptos

the provisions of the Lanterman-Petris-Short Act (Part 1 (commencihdSettion 5000) of
Division 5 of the Welfare and Institutions Code), the prosecuting attorney shadl, gis an
element of the crime, that a mental disorder or developmental or physicalityisabdered

the alleged victim incapable of giving consent.

(2) Where it is accomplished against a person's will by means of forcanogobiuress,
menace, or fear of immediate and unlawful bodily injury on the person or another.

(3) Where a person is prevented from resisting by any intoxicating or arestiestance, or
any controlled substance, and this condition was known, or reasonably should have been
known by the accused.

(4) Where a person is at the time unconscious of the nature of the act, and this is known to
the accused. As used in this paragraph, “unconscious of the nature of the act” means
incapable of resisting because the victim meets one of the following conditions

(A) Was unconscious or asleep.
(B) Was not aware, knowing, perceiving, or cognizant that the act occurred.

(C) Was not aware, knowing, perceiving, or cognizant of the essential chatastef the
act due to the perpetrator's fraud in fact.

(D) Was not aware, knowing, perceiving, or cognizant of the essential chistaas®f the
act due to the perpetrator's fraudulent representation that the sexual penetra¢idras
professional purpose when it served no professional purpose.

(5) Where a person submits under the belief that the person committing the actctrtiie vi
spouse, and this belief is induced by any artifice, pretense, or concealméneg@tag the
accused, with intent to induce the belief.

(6) Where the act is accomplished against the victim's will by thregtémiretaliate in the
future against the victim or any other person, and there is a reasonable po#sabititg
perpetrator will execute the threat. As used in this paragraph, “threatemgtgliate”
means a threat to kidnap or falsely imprison, or to inflict extreme pain, seriolys ibpdiy,
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or death.

(7) Where the act is accomplished against the victim's will by thregtémiuse the authority
of a public official to incarcerate, arrest, or deport the victim or another, ancttime kias a
reasonable belief that the perpetrator is a public official. As used in thisggaratpublic
official” means a person employed by a governmental agency who has thetputisquart
of that position, to incarcerate, arrest, or deport another. The perpetrator dadsailyt a
have to be a public official.

(b) As used in this section, “duress” means a direct or implied threat of forcecéple

danger, or retribution sufficient to coerce a reasonable person of ordinary sulsteptibi
perform an act which otherwise would not have been performed, or acquiesce iroan act t
which one otherwise would not have submitted. The total circumstances, including the age
of the victim, and his or her relationship to the defendant, are factors to consider in
appraising the existence of duress.

(c) As used in this section, “menace” means any threat, declaration, or ectsivbivs an
intention to inflict an injury upon another.
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APPENDIX D
West's Ann. Cal. Penal Code § 646.9

West's Annotated California Codes Currentness

Penal Code (Refs & Annos)

Part 1. Of Crimes and Punishments

View the full text of all sections at this level Title 15. MiscellaneoumEsi

View the full text of all sections at this level Chapter 2. Of Other and NbaswElus
Offenses (Refs & Annos)

Current Section8 646.9. Stalking

(a) Any person who willfully, maliciously, and repeatedly follows or wilifiand
maliciously harasses another person and who makes a credible threat witmttte iplece
that person in reasonable fear for his or her safety, or the safety of hisrantetiate
family is guilty of the crime of stalking, punishable by imprisonment in a cgaiitipr not
more than one year, or by a fine of not more than one thousand dollars ($1,000), or by both
that fine and imprisonment, or by imprisonment in the state prison.

(b) Any person who violates subdivision (a) when there is a temporary restraining
order, injunction, or any other court order in effect prohibiting the behavior described in
subdivision (a) against the same party, shall be punished by imprisonment inelpeistet
for two, three, or four years.

(c)(1) Every person who, after having been convicted of a felony under Section 273.5,
273.6, or 422, commits a violation of subdivision (a) shall be punished by imprisonment in a
county jail for not more than one year, or by a fine of not more than one thousand dollars
($1,000), or by both that fine and imprisonment, or by imprisonment in the state prison for
two, three, or five years.

(2) Every person who, after having been convicted of a felony under subdivision (a),
commits a violation of this section shall be punished by imprisonment in the state for
two, three, or five years.

(d) In addition to the penalties provided in this section, the sentencing court may
order a person convicted of a felony under this section to register as a seleoffersuant
to Section 290.006.

(e) For the purposes of this section, “harasses” means engages in a knowing and

willful course of conduct directed at a specific person that seriously alanmays,
torments, or terrorizes the person, and that serves no legitimate purpose.
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(f) For the purposes of this section, “course of conduct” means two or more acts
occurring over a period of time, however short, evidencing a continuity of purpose.
Constitutionally protected activity is not included within the meaning of “courserafuct.”

(g) For the purposes of this section, “credible threat” means a verbal onwitbat,
including that performed through the use of an electronic communication device, esita thr
implied by a pattern of conduct or a combination of verbal, written, or electronically
communicated statements and conduct, made with the intent to place the person that is the
target of the threat in reasonable fear for his or her safety or the safesyoother family,
and made with the apparent ability to carry out the threat so as to cause the persoth&ho i
target of the threat to reasonably fear for his or her safety or the silfesyoo her family. It
is not necessary to prove that the defendant had the intent to actually cdhey thueat.

The present incarceration of a person making the threat shall not be a bar to iprosecut
under this section. Constitutionally protected activity is not included within thaingeof
“credible threat.”

(h) For purposes of this section, the term “electronic communication device”
includes, but is not limited to, telephones, cellular phones, computers, video recoxders, fa
machines, or pagers. “Electronic communication” has the same meaning as ttiefiieeh
in Subsection 12 of Section 2510 of Title 18 of the United States Code.

(i) This section shall not apply to conduct that occurs during labor picketing.

() If probation is granted, or the execution or imposition of a sentence is suspended,
for any person convicted under this section, it shall be a condition of probation that the
person participate in counseling, as designated by the court. However, the court, upon a
showing of good cause, may find that the counseling requirement shall not be imposed.

(k)(1) The sentencing court also shall consider issuing an order resjrthei
defendant from any contact with the victim, that may be valid for up to 10 years, as
determined by the court. It is the intent of the Legislature that the lengtlygéstraining
order be based upon the seriousness of the facts before the court, the probabilite of fut
violations, and the safety of the victim and his or her immediate family.

(2) This protective order may be issued by the court whether the defendant is
sentenced to state prison, county jail, or if imposition of sentence is suspended and the
defendant is placed on probation.

() For purposes of this section, “immediate family” means any spouse, par&ht, chi
any person related by consanguinity or affinity within the second degree;, othem person
who regularly resides in the household, or who, within the prior six months, regeksidga
in the household.

(m) The court shall consider whether the defendant would benefit from treatment
pursuant to Section 2684. If it is determined to be appropriate, the court shall recommend
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that the Department of Corrections and Rehabilitation make a certificatiprovided in
Section 2684. Upon the certification, the defendant shall be evaluated and transféreed to t
appropriate hospital for treatment pursuant to Section 2684.
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APPENDIX E

Cal. Admin. Code tit. 2, § 7287.6

BARCLAYS OFFICIAL CALIFORNIA CODE OF REGULATIONS
TITLE 2. ADMINISTRATION

DIVISION 4. FAIR EMPLOYMENT AND HOUSING COMMISSION
CHAPTER 2. DISCRIMINATION IN EMPLOYMENT
SUBCHAPTER 2. PARTICULAR EMPLOYMENT PRACTICES
This database is current through 7/17/09, Register 2009, No. 29

§ 7287.6. Terms, Conditions and Privileges of Employment.

(b) Harassment.
(1) Harassment includes but is not limited to:

(A) Verbal harassment, e.g., epithets, derogatory comments or slurs on a basiatrdim
the Act;

(B) Physical harassment, e.g., assault, impeding or blocking movement, gryasngal
interference with normal work or movement, when directed at an individual on a basis
enumerated in the Act;

(C) Visual forms of harassment, e.g., derogatory posters, cartoons, or drawiadasis
enumerated in the Act; or

(D) Sexual favors, e.g., unwanted sexual advances which condition an employmenmt benefi
upon an exchange of sexual favors. [See also Section 7291.1 (f) (1).]

(E) In applying this subsection, the rights of free speech and associatiobeshall
accommodated consistently with the intent of this subsection.
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